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Mone3Hoctu File2Ban

PaboTa co cnuCKOM 3a6/10KMpPOBaHHbIX agpecoB

Moay4nTb CANCOK NPaBmi MOXHO KOMaHOOWN:

fail2ban-client status

Mony4nTb CTAaTUCTUKY 3aBIOKMPOBAHHbLIX aApPEeCOB A1 KOHKPETHOr0 NpaBuia MOXKHO CleayloLei
KOMaHOo0M:

fail2ban-client status <wumsda npasuna>

Mpu Hannyune 3abnoKNPOBaHHLIX IP-aapecoB Mbl YBUANM, MPUMEPHO, CleaytoLlee:

“- action
| - Currently banned: 2
| ~- IP list: 31.207.47.55 10.212.245.29

C nomoubto iptables:

iptables -L -n —line

C nomoublto firewall-cmd:

firewall-cmd —direct —get-all-rules

HobasneHue IP B 613KNUCT B pyYHYIO

fail2ban-client set dovecot banip XX.XX.XX.XX

Ynanenue Cpepcteamu fail2ban

Insa ynaneHve afpeca 13 CNcka BBOAUM:

fail2ban-client set <wumsa npaswuna> unbanip <IP-agpec>

HanpumMep: fail2ban-client set ssh unbanip 31.207.47.55
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C nomouwbto iptables:

iptables -D <uenoyka npasun> -s IP-apgpec

HanpumMep: iptables -D fail2ban-ssh -s 10.212.245.29

C nomoubto firewall-cmd:

firewall-cmd —direct —permanent —remove-rule <npaswnio>

Hanpumep: firewall-cmd -direct -permanent -remove-rule ipv4 filter f2b-sshd 0 -s
188.134.7.221

Mocne noboro fencTens HeobxoanMo nepeynTaTb Npasua:

firewall-cmd —reload
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