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MouyTOBLIN CepBep C HyNA
Pa3bepeM HacTporKy Ha ba3e onepauunoHHom cuctemsl (aanee - OC) Ubuntu 20.04.

Bce oencTBmns MOXXHO BbINOSHATb Cpa3sy nog root, nmb0o NOCTOSAHHO BHaYane Kaxkaown
KOMaH[Abl NncaTb sudo 1 BBOAUTb napoJib.

Tak »xe obpaluato BHUMaHWe, YTO B TeKCTe ByayT CTPOKU, AN BHECEHWNS U3MEHEHWIA B
KOH(UTypauUnoHHble ainbl. YOanaTb NnHee ecam 1 06 3TOM He nuLly, He HY>XHO.
Tonbko pepakTupyem n gobaBnsem To YTO YATaeTe.

NMpepBapuTesibHaA NOAroToBKa

O6HoBneHue OC

apt update

apt upgrade

Ba>KHO NepeMMeHOBaTb cepBep T.K. MHOTME aHTU ClaM CUCTEeMbl NPOBepAIOT, obpaLlieHue K
cepBepy Mo UMeHU

hostnamectl set-hostname mail.fellk.ru

HacTpoika CMHXPOHU3aLUN BPpeMeHM

apt install chrony
timedatectl set-timezone Europe/Moscow

systemctl enable chrony

OTKpbiBaeM NopThbl C noMoLublo iptables

iptables -I INPUT 1 -p tcp --match multiport --dports
25,110,143,465,587,993,995 -j ACCEPT
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iptables -I INPUT 1 -p tcp --match multiport --dports 80,443 -j ACCEPT

YTo 6bI COXpaHUTb NpaBusia genaem

apt install iptables-persistent

netfilter-persistent save

HacTpoika Beb-cepBepa: Apache2 + PHP + MariaDB

YctaHaBnuBaeM apache2 v BkJilo4aeM aBTO3anyck

apt install apache2

systemctl enable apache2
MpoBepnTb paboTy cepBepa MOXHO nepenasa no ccoinke http://10.0.1.18

BuamnTe 3Ty KapTUHKY?
=]

3Ha4nT BCe Cynep, ABMXEMCS Aasblue.

YctaHasnusaeMm php u php-fpm n npenaem aBTro3zanyck

apt install php8.1 php8.1-fpm

systemctl enable php8.1-fpm

NMPOBEPUTL BEPCUIO MOXKHO TaK

php -v

CtaBuM pon.KOMNoHeHThbl ansa php

apt install php8.1-mysql php8.1-mbstring php8.1-imap libapache2-mod-php8.1
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Ons npuMeHeHUs nepe3anyckaeM

systemctl restart php8.1-fpm

Y1061 NPpOBepuThb paboTocnocobHocTb php co3paem pann

nano /var/www/html/index.php

BMMCbIBAEM B (halia CTPOKY

<?php phpinfo(); ?>

MpoBepnTb paboTy MOXKHO Nepenas no ccbinke http://10.0.1.18/index.php
BuauTe 3Ty KapTUHKY?

20230925-072123.png_nolink

3Ha4UT BCe Cynep, ABMKEMCS dalblie.

YcTaHaBnuBaeM cepBep 6a3 AaHHbIX M fenaeM aBTo3anyck

apt install mariadb-server

systemctl enable mariadb

3afaeM napoJsib 4J19 NoJib30BaTens root:

mysqladmin -u root password

YcTtaHoBKa U HacTpouka PostfixAdmin

CkauuBaeMm PostfixAdmin

wget https://sourceforge.net/projects/postfixadmin/files/latest/download -0

postfixadmin.tar.gz
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Co3spaTtb KaTtanor postfixadmin n pacnakoBaTb B Hero apxus

mkdir /var/www/html/postfixadmin

tar -C /var/www/html/postfixadmin -xvf postfixadmin.tar.gz --strip-
components 1

Co3spaTtb KaTtanor templates_c BHyTpu nanku postfixadmin (Hy>)XeH ans 3anycka ycTaHOBKH)

mkdir /var/www/html/postfixadmin/templates c

3apaeM npaBa Ha KaTanor

chown -R www-data:www-data /var/www/html/postfixadmin

php-fpm no ymon4aHuto, 3anyckaeTcs oT nonb3oBaTens www-data

Co3patb 6a3y paHHbIX postfix n yueTHylo 3anuch

mysql -u root -p
CREATE DATABASE fellk DEFAULT CHARACTER SET utf8 DEFAULT COLLATE
utf8 general ci;

GRANT ALL ON fellk.* TO 'fellk'@'localhost' IDENTIFIED BY 'Baw
naposb';

quit;

localhost pa3pelwaeT NoAKIOYEHME TOJIbKO C JIOKaJIbHOr0 cepBepa.
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Co3pnaeM KOH(uUrypaumoHHbin pann postfixadmin

nano /var/www/html/postfixadmin/config.local.php

W npobaBnsiem Tyna

<?php

$CONF['configured'] = true;

$CONF[ 'default language'] = 'ru';

$CONF[ 'database password'] = 'passwordl23456';
$CONF[ 'emailcheck resolve domain']='NO";

?>

B bpay3epe BBoanM agpec http://10.0.1.18/postfixadmin/public/setup.php

3apaeM naposib YCTAHOBKM U reHepupyeM XaLu

=]

BcTaBuTh ee HeobxoanMo B (haiin B CaMblil HA3 A0 3aKpbiBatoLwen CKOOKM

nano /var/www/html/postfixadmin/config.local.php

(]

Mepesarpy>aem ctpaHnyy http://10.0.1.18/postfixadmin/public/setup.php — nossuTCa hopma BBOAA
napons. Kak Bbl MOriM NOHATb, Mapob BBOAUTE, KOTOPLIM BBOAWN Ha NpelblAyLLEM Liare.

(]

ByneT BbiNnoNHeHa ycTaHoBKa PostfixAdmin. Mo utory He 40KHO BbITb HUKaKUX OLWNOOK, HO eCcn
BAPYr OHW ByayT, TO Ha 3KpaHe byaeT BUAHO Yero He XBaTaeT CUCTEME N HYXXHO ByaeT npocTo
[OYCTaHOBUTD.

Mocne ycnewHoM yCTAaHOBKM Ha 3KpaHe NOABUTCA BO3MOXXHOCTb 3aBeCTH
cynepnoJsib3oBaTtens

Setup password — naposib C NpeabIAyLWwero wara;
AgmnH — root@fellk.ru
Maponb — HOBbLIM NapOob AN CO3AaBaeEMON YH4ETHOM 3anNuncK

Mepexonum B 6pay3epe Ha cTpaHuuy http://10.0.1.18/postfixadmin/public/login.php
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BBoOuMm NIOrUH K napoJib TOJIbKO 4TO CO3JaHHbIE K NMONaJaeEM B MNaHeJb YrpaBJZIEHUA.

YcTtaHoBKa M HacTpouka Postfix

CTaBuM nporpamMmy M 3aBUCUMOCTU KOMaHA,0H

apt install postfix postfix-mysql

B npouecce nosisutca okHo «Postfix Configuration» — ocTtaBnsiem Internet Site: B chegytouiem okHe

OCTaBJ/IIEM UMS CEPBepa U HaxnMaeMm Enter.

Mocne ycTaHOBKM CO3A,aeM YYeTHYIO 3anuCb, OT KOTOpoi Mbl byaem paboTaTh c KaTasiorom

BUPTYaAJZibHbIX MOYTOBbLIX ALLUKOB

groupadd -g 1024 mail

useradd -d /mail -g 1024 -u 1024 mail -m

3apaem BJagenbua

chown mail:mail /mail

MpuBOAUM CTPOKMU K TAKOMY BUAY

B hanne

nano /etc/postfix/main.cf

mydestination = localhost.$mydomain, localhost, localhost.localdomain

inet protocols = ipv4

smtpd tls cert file = /etc/ssl/mail/cert.pem
smtpd tls key file = /etc/ssl/mail/cert.key
myhostname = mail.fellk.ru

smtpd_tls cert file — nyTb 1 Ha3BaHMs CEPTUDUKATOB Y BAC MOrYT OT/IMHATHLCS.

smtpd tls key file — nyTb 1 Ha3BaHWs CepTUDUNKATOB y BaC MOryT OT/IMYATLCA.
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B KoHel, 3TOro xe ¢anna gonuwieM cneayioulee

virtual mailbox base = /mail

virtual alias maps = proxy:mysql:/etc/postfix/mysql virtual alias maps.cf

virtual mailbox domains =

proxy:mysql:/etc/postfix/mysql virtual domains maps.cf

virtual mailbox maps =

proxy:mysql:/etc/postfix/mysql virtual mailbox maps.cf

virtual minimum uid = 1024
virtual uid maps = static:1024
virtual gid maps = static:1024

virtual transport = dovecot

dovecot destination recipient limit =1

smtpd sasl auth enable = yes

smtpd sasl exceptions networks = $mynetworks
smtpd sasl security options = noanonymous
broken sasl auth clients = yes

smtpd sasl type = dovecot

smtpd sasl path = private/auth

smtp use tls = yes

smtpd use tls = yes
smtpd tls auth only
smtpd helo required

yes
yes

Co3paTtb (pann c HacTpomkamm obpawieHus K 6ase ¢ annacamm

nano /etc/postfix/mysql virtual alias maps.cf

user = root
password = Bal napoJsib
hosts = localhost

dbname = fellk

query = SELECT goto FROM alias WHERE address='%s"' AND active = '1"

CospaTtb (bav"ln C VIHCTPYKLI,VIEﬁ noJiy4yeHnAa OaHHbIX MO BUPTYaAJibHbIM O OMEeHaM
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nano /etc/postfix/mysql virtual domains maps.cf

user = root

password = BaL naponb
hosts = localhost
dbname = fellk

query = SELECT domain FROM domain WHERE domain="'%u’

dann ¢ NOYTOBLIMMU ALLUKAMMU

nano /etc/postfix/mysql virtual mailbox maps.cf

user = root

password = Baw naponb
hosts = localhost
dbname = fellk

query = SELECT CONCAT(domain,'/*,maildir) FROM mailbox WHERE username="'%s'
AND active ="1"

Oonucatb B KOHUe B paune master.cf

nano /etc/postfix/master.cf

submission inet n - n - - smtpd
-0 smtpd tls security level=may
-0 smtpd sasl auth enable=yes
-0 smtpd sasl type=dovecot
-0 smtpd sasl path=/var/spool/postfix/private/auth
-0 smtpd sasl security options=noanonymous
-0 smtpd sasl local domain=$myhostname
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smtps inet n - n - - smtpd
-0 syslog name=postfix/smtps
-0 smtpd tls wrappermode=yes
-0 smtpd sasl auth enable=yes
-0 smtpd client restrictions=permit sasl authenticated, reject

dovecot unix - n n - - pipe
flags=DRhu user=mail:mail argv=/usr/lib/dovecot/deliver -d ${recipient}

FeHepupyemMm cepTucdukartbl 6esonacHocTu. JInbo npuobpeTaeM rotosbie y CBOEro XOCTUHI
nposauaepa

Cospaem nanky

mkdir -p /etc/ssl/mail

SSL cepTudukaT KyrnsieH y npoangepa timeweb 3a 999 pybneir. FoToBblE (halibl NOMECTWST B NankKy
[etc/ssl/mail

KoMaHpa pnsa reHepauum

openssl req -new -x509 -days 1461 -nodes -out /etc/ssl/mail/cert.pem -keyout
/etc/ssl/mail/cert.key -subj "/C=RU/ST=SPb/L=SPb/0=Global
Security/0U=IT/CN=mail. fellk.ru"

BknioyaeM aBTo3anyck postfix 1 penaem nepesarpysky cepsuca

systemctl enable postfix

systemctl restart postfix

Hactpouka Dovecot

YctaHasnuBaeM Dovecot ¢ 3aBucuMmocTamm gnsa 6a3 AaHHbIX

apt install dovecot-imapd dovecot-pop3d dovecot-mysql

MeHseM cnocob xpaHeHUsA cooOLLEeHuI
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nano /etc/dovecot/conf.d/10-mail.conf

mail location = maildir:/mail/%d/%u/

KOH(Urypupyem cnywiatens ons ayTeHTuuKaumm

nano /etc/dovecot/conf.d/10-master.conf

service auth {
unix_ listener /var/spool/postfix/private/auth {

mode = 0666
user = postfixmail
group = postfixmail
}
unix_listener auth-userdb {
mode = 0600

user = mail
group = mail
}
}

service stats {

unix listener stats-reader {
user = mail
group = mail
mode = 0660

}

unix listener stats-writer {
user = mail
group = mail
mode = 0660

Hactpoika ayteHTudukauuu B Dovecot

nano /etc/dovecot/conf.d/10-auth.conf
#!include auth-system.conf.ext

linclude auth-sql.conf.ext
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HacTtpouka wmndposaHus

nano /etc/dovecot/conf.d/10-ssl.conf
ssl = required
ssl cert = </etc/ssl/mail/cert.pem

ssl key = </etc/ssl/mail/cert.key

HaCTpOﬁKa CO34aHUA KaTaJIoroe nogKNMO4YeHua K noydrte

nano /etc/dovecot/conf.d/15-1da.conf

lda mailbox autocreate = yes

MopknioueHune K 6ase gaHHbIX

nano /etc/dovecot/conf.d/auth-sql.conf.ext

~

passdb
args

}

/etc/dovecot/dovecot-sql.conf.ext

~

userdb
args

}

/etc/dovecot/dovecot-sql.conf.ext

PepakTtupyem cainn pabotbl ¢ 6a30i gaHHbIX

nano /etc/dovecot/dovecot-sql.conf.ext

driver = mysql

connect = host=localhost dbname=postfixmail user=postfixmail
password=passwordl123456

default pass scheme = MD5-CRYPT

password query = SELECT password FROM mailbox WHERE username = 'Su'

user query = SELECT maildir, 1024 AS uid, 1024 AS gid FROM mailbox WHERE
username = 'Su'

user query = SELECT CONCAT('/mail/',LCASE( domain’),'/',LCASE( maildir’)),
1024 AS uid, 1024 AS gid FROM mailbox WHERE username = 'S%u'
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HacTtpouka cnywaTtens dovecot

nano /etc/dovecot/dovecot.conf

listen = *

BkniouyaeMm aBTo3anyck dovecot u genaem nepesarpysky

systemctl enable dovecot

systemctl restart dovecot

NMpoBepkKa NOYTHI

B 6pay3epe 3axoaum B agMuHKy http://10.0.1.18/postfixadmin/public/login.php
Mepexoaum B CNUCOK JOMEHOB 1 CO3[aeM HOBbIN LOMEH.
=]

Nanee nepexoanm B 0630p 1 CO343aEM TECTOBLIN ALMK.

Ona npoBepkn MOXHO ncnonb3oBaTb, MS Outlook, Mozilla Thunderbird n gpyrue
noLobHble NpOrpaMMbl.

CepBep: nms cepsepa unm ero IP-agpec (ecnm ykasbiBaThb IP, To cepTudmkaT He byneT
paboTaThb).

IMAP: 143 6e3 wndposaHns nnm 993 ¢ wndpoBaHnem
POP3: 110 6e3 wungpoBaHus nam 995 ¢ wngppoBaHNem

SMTP: 25 6e3 wungposaHus nnm 465 ¢ wWngppoBaHNeM

YcTaHaBaMBaeM M HacTpauBaeM Beb knueHT Roundcube

Bbl MoXXeTe ycTaHoBUTL cebe gpyron Beb knneHT Hanpumep, rainloop, AfterLogic
WebMail Lite n gpyrue. B moem cny4ae pacCMOTPUM MMEHHO roundcube.
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CkayuBaeM nporpammy

wget
https://github.com/roundcube/roundcubemail/releases/download/1.6.1/roundcube
mail-1.6.1-complete.tar.gz

Cospaem nanky gna pasmMeleHusa norpamMmmbl

mkdir /var/www/html/webmail

[enaeM pacnakoBKy B 3Ty nanky

tar -C /var/www/html/webmail -xvf roundcubemail-*.tar.gz --strip-components
1

KonupyeM wabnoH KoHdura u pepakTupyem ero

cp /var/www/html/webmail/config/config.inc.php.sample
/var/www/html/webmail/config/config.inc.php

nano /var/www/html/webmail/config/config.inc.php

$config['db dsnw'] = 'mysql://root:Baw napons@localhost/roundcubemail’;
$config['enable installer'] = true;

$config['smtp pass'] = '';

MponucbiBaeM nanku B 3TOM XXe KOHcpure

$config['drafts mbox'] = 'Drafts’;

$config['junk mbox'] = 'Junk’;
$config['sent mbox'] = 'Sent';
$config['trash mbox'] = 'Trash';
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$config['create default folders'] = true;

3apaem Bnapgenbua apache Ha nanky noprana

chown -R www-data:www-data /var/www/html/webmail

Co3zpaem 6a3y roundcubemail

mysql -uroot -p

CREATE DATABASE roundcubemail DEFAULT CHARACTER SET utf8 COLLATE
utf8 general ci;

GRANT ALL PRIVILEGES ON roundcubemail.* TO root@localhost
IDENTIFIED BY 'Baw naponb';

quit;

MporpyXaeMm pgaHHble

mysql -uroot -p roundcubemail < /var/www/html/webmail/SQL/mysqgl.initial.sql

CtaBuM ponbl ona Roundcube

apt install php-pear php-intl php-ldap php-net-smtp php-gd php-imagick php-
zip php-curl

apt install php-dev libmcrypt-dev
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pecl channel-update pecl.php.net

pecl install mcrypt-1.0.4

Co3spaTb (pan HaCTPOUKHM

nano /etc/php/8.1/fpm/conf.d/99-mcrypt.ini

extension=mcrypt.so

B koHdure php

nano /etc/php/8.1/fpm/php.ini

date.timezone = "Europe/Moscow"

post max size = 70M

upload max filesize = 70M

B MoeM cniyyae pa3spelueHune Ha ¢ainbl 70 MerabaiT, Bbl MOXXETE U3MEHUTb KaK BaM
HY>KHO

Mepe3arpy>xaem php-fpm

systemctl restart php8.1-fpm

Hactpoum apache2

nano /etc/php/8.1/apache2/php.ini

upload max filesize = 70M

post max size = 70M
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NMepesarpyxaem apache2

systemctl restart apache2

B mMoeM cniyyae pa3pelueHune Ha ¢aiinbl 70 MerabaiT, Bbl MOXXETE U3MEHUTb KaK BaM
HY>KHO

OTkpbiBaeM bpay3ep n nepexoanm no agpecy http://10.0.1.18/webmail/installer/. B camom Hn3y
Ha)knuMaem no kHonke Next.

Ecnn kHonka byaeT HeakTMBHaA, NpoBepsieM, 4TO HeT ownbok (NOT OK)

Ha cnepyiowen cTpaHuLe nposepsieM, 4TOo BCe NMYHKTbl HAX0AATCA B cocTosiHuM OK. YcTaHoBKa
BbIMOJIHEHA.

PepakTupyem KoHgpur roundcube

nano /var/www/html/webmail/config/config.inc.php

$config['enable installer'] = false;

Ypansem nankKy € YCTAHOBO4YHbIMU CKPUNTAMHU

rm -rf /var/www/html/webmail/installer

1 3axogoum B bpay3epe no aapecy http://10.0.1.18/webmail/.
BBOAMM B KayeCcTBe JIOrMHa afpec NoYTbl CO34aHHOr0 NOJIb30BaTENSA 1 €r0 Naposib.

Ecnim BCce NpoLuio ycnewuHo, To Bbl MOJIOAEL, HO Bepean elle paboTa Mo 3awuTe.

YcTtaHoBKa M HacTpouka Clamav + Amavisd

CtaBuM Bce HeobxopguMmoe
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apt install amavisd-new clamav clamav-daemon spamassassin

HobaBnsem nonb3oBaTtensa clamav B rpynny amavis

usermod -a -G amavis clamav

PepakTupyem KoHur amavis

nano /etc/amavis/conf.d/15-content filter mode

ybrnpaem KOMMEHTbI:

@bypass virus checks maps = (
%Sbypass virus checks, \@bypass virus checks acl,
\$bypass virus checks re);

@bypass spam_checks maps = (
%sbypass spam checks, \@bypass spam checks acl,
\$bypass spam checks re);

Danee pepakTupyem

nano /etc/amavis/conf.d/50-user

Hy>xHOo nobaBnTb

$allowed header tests{'multiple'} = 0;

$allowed header tests{'missing'} = 0;

BkJloYaeM aBTO3anycK U nepesarpyxxaem
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systemctl enable clamav-daemon clamav-freshclam amavis

systemctl restart amavis clamav-daemon clamav-freshclam

Oenaem nsmeHeHus B postfix

nano /etc/postfix/main.cf

content filter = scan:[127.0.0.1]:10024

Tak xe TyT master.cf

nano /etc/postfix/master.cf

scan unix - - n - 16 smtp
-0 smtp send xforward command=yes
-0 smtp enforce tls=no

127.0.0.1:10025 inet n - n - 16 smtpd
-0 content filter=
-0
receive override options=no _unknown recipient checks,no header body checks
-0 smtpd helo restrictions=
-0 smtpd client restrictions=
-0 smtpd sender restrictions=
-0 smtpd recipient restrictions=permit mynetworks, reject
-0 mynetworks style=host
-0 smtpd authorized xforward hosts=127.0.0.0/8

Mepe3anyck postfix

systemctl restart postfix

BknioyaeM aBTOOOHOBNEHME aHTUCNaAMa

sa-update --nogpg --verbose
crontab -e

00 0 * * * Jusr/bin/sa-update
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00 0 - Bpemsa 0 yacos 00 MUHYT, Bbl BbICTaBJ/ISIETE HY)KHOE BaM

TecTupyem aHTUCNaM

ConepXXaHue B COOOLLEHNN HMXKE

X50!'P%@AP [4\PZX54 (P~)7CC)7}$EICAR-STANDARD - ANTIVIRUS-TEST-FILE!$H+H*

Hy>XHO 0TNpaBMTb Ha Bally TeCTOBY0 MoYTy Jlyywe 3To AenaTb Yepes telnet

MuceMo He goctaBuTcs, B nore (/var/log/maillog) bynet HeyTo cneaytoulee
. amavis[17688]: (17688-04) Blocked INFECTED (Eicar-Signature)
{DiscardedOutbound, Quarantined}, MYNETS LOCAL ...
relay=127.0.0.1[127.0.0.1]:10024, delay=0.25, delays=0.19/0/0/0.06,

dsn=2.7.0, status=sent (250 2.7.0 Ok, discarded, id=17688-04 - INFECTED:
Eicar-Signature)

BTOpOM TeCT KOHTEHTHbIN

XJS*C4IDBQADN1 .NSBN3*2IDNEN*GTUBE-STANDARD -ANTI -UBE-TEST-EMAIL*C. 34X

B norax byner
. amavis[17689]: (17689-04) Blocked SPAM {DiscardedOutbound,Quarantined},

MYNETS LOCAL ...
. status=sent (250 2.7.0 Ok, discarded, i1id=17689-04 - spam)

OTpenbHble AWMKK ANA CnaMa U BUPYCOB

B KoH(ure

nano /etc/amavis/conf.d/50-user

NPOMNNCbIBAEM:
$spam _quarantine to = "spam\@fellk.ru";

$virus quarantine to = "virus\@fellk.ru";
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Mepe3sanyck amavis

systemctl restart amavis

MpobyeM ellle pa3 TECTOBbIE OTNPaBKU. HO NpeABapuTenbHO Yy BaC A0JIKHbI ObITh
CO3[aHbl 3TN MNOYTOBbIE ALLNKMN.

AHTucnam Postfix

B koHdwure main.cf

nano /etc/postfix/main.cf

KoMMeHTHpyeM CTPOKY

# smtpd relay restrictions = permit mynetworks permit sasl authenticated
defer unauth destination

BnucbiBaem

smtpd client restrictions =

#Pa3pelwmnTb OOCTYN N3 JOBEPEHHbIX CETEN
permit mynetworks

#Pa3pewnTb OOCTYN KANEHTaM, NpoLledLlwmM npoueaypy ayTeHTudmkauum SMTP
permit sasl authenticated

#3anpeTnTb HEKOPPEKTHOE MNCMO/b30BaHNE KOMaHA KOHBenepHon 0bpaboTku
reject unauth pipelining

#Pa3pewmnTb goctyn
permit

smtpd helo restrictions =
#Pa3pewmnTtb goctyn
permit

smtpd sender restrictions =
#Pa3pelwunTb AOCTYN U3 LOBEPEHHbIX CETEN
permit mynetworks
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#Pa3pelwmnTb JOCTYN KNMEHTaM, NpoLweawmMm npouenypy aytTeHTudmnkaumm SMTP
permit sasl authenticated
reject non fgdn sender
reject unknown sender domain
#Pa3pewmnTb goctyn
permit

smtpd relay restrictions =

#Pa3pewnTb 4OCTYN U3 LOBEPEHHbIX CeTeN
permit mynetworks

#Pa3pelwmnTb LOCTYN KAMEHTaM, NpowweaLwmMm npouenypy aytTeHTugmnkaumm SMTP
permit sasl authenticated
defer unauth destination

smtpd recipient restrictions =
#Pa3pelwmnTb [OCTYN U3 LOBEPEHHbIX CEeTEN
permit mynetworks
#Pa3pelwmnTb JOCTYN KAMEHTaM, NpoLweawmM npouenypy aytTeHtTudmnkaumm SMTP
permit sasl authenticated
#3anpeTuTb AOCTYM, eC/IM agpec nonyvyaTens coobieHnsa nMeeT HEKOPPEKTHbLIN hopmaT
reject non fqdn recipient
#3anpetnTtb Postfix ObITb OTKPLITLIM peneem
reject unauth destination
#3anpeTnTb OOCTYN, eCn ANA UMEHN OMEeHa afpeca nojayvatens He cywectsyeT A wam MX
3anucb B DNS
reject unknown recipient domain
#3anpeTuTb JOCTYM, eC/iM agpec noayvyaTens He MOXeT OblTb NpoBepeH
reject unverified recipient
#3anpeTnTb OOCTYN KJIMEHTaM, He 3aperncTpmpoBaHHbIM B DNS
reject unknown client hostname
#3anpeTnTb OOCTYN, eC/i UMA XOCTa, CoAepKalleecs B BblAaHHOM K/IMEHTOM MPUBETCTBUMN, UMEET
HEKOPPEKTHbIN CUHTAKCUC
reject invalid helo hostname
#3anpeTuTb LOCTYN, €C/IY UMA XOCTa, CoAepKalleecs B BblLaHHOM KJMEHTOM MPUBETCTBUM, He
ansetca FQDN
reject non_fgdn helo hostname
#3anpeTnTb OCTYN, eC/Iv A1 UMEHW XOCTa, COAEpXKalleMcs B BblAaHHOM KJMEHTOM NPUBETCTBUN,
He cywecTteyeT A unm MX 3anucb B DNS
reject unknown helo hostname
##A####TIpOBEPUTb afipec CeTU KSIMEeHTa No bnaknucTam# #####
reject rbl client zombie.dnsbl.sorbs.net,
reject rbl client work.rsbs.express.ru,
reject rhsbl sender dsn.rfc-ignorant.org

##BbI3biBaeT NpobaemMbl C OTNPaBKOW 1 OOCTAaBKOWN NOYThI## reject rbl client
bl.spamcop.net

##Bbi3blBaeT NpobseMbl C OTMNPABKON U LOCTABKOW MOYTbI## reject rbl client
cbl.abuseat.org

##BbI3biBaeT NpobaemMbl C OTNPaBKOW 1 OOCTAaBKOWN NOYThI## reject rbl client
dul.ru

##BbI3blBaeT NpobaemMbl C OTMPaABKON U LOCTABKOW MOYTbI## reject rbl client

dnsbl.abuse.ch
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##Bbi3biBaeT NpobnemMbl C OTNPABKON 1 LOCTABKON NOYThI## reject rbl client
zen.spamhaus.org,
##Bbi3biBaeT NpobaeMbl C OTNPaBKOW 1 OCTAaBKOWN NOYTbI## reject rbl client
multihop.dsbl.org,
##Bbi3blBaeT NpobaemMbl C OTMPABKON U LOCTABKOW MOYTbI## reject rbl client

dnsbl.sorbs.net,

#[poBepnTb, Pa3peLLeH M agpec 0TNpPaBUTENs COobLLEHNS B (Daitnie, SBNSIOEMCS NapaMeTpPoM
[@aHHOT 0 OrpaHNYeHNs

check sender access hash:/etc/postfix/sender access
#Pa3pelwnTb JOCTYN
permit

Mepe3arpy3ka Postfix

systemctl restart postfix

OOyuyeHue aHTUCNaMa

sa-learn --spam /mail/fellk.ru/*/{.\&BCEEPwQwBDw-,.Spam, .Junk\ E-
mail, .Junk}/cur

[JaHHAg KOMaHOa WWeT cnaM B nMankax y nonb30BaTeNlen U TakuUM o6pa30M
nponcxoonT 06y‘-IEHI/Ie.

YOpaTb HeKOppeKTHble cpabaTbiBaHUA MOXHO TakK

sa-learn --ham /mail/fellk.ru/spam\@fellk.ru/.Ham/cur

CraTucTuKa no 06yquu|o cnaMa

sa-learn --dump magic

BbIBOAMM NOYTY BO BHELUKY
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rDNS

Ona co3pgaHus 3anmcy NUWNTE UK 3BOHUTE B MOALEPXKY Ballero npoeanaepa u
npocuTe ero caenaTtb AaHHY 3anncb, NPeAoCTaBMB MY MH(OPMALIMIO N3 KOMaHAbI

postconf -n myhostname
nnu

hostname

A-3anuchb

HacTpaunBaeTcs Ha BaweM XOCTUHre. BeirnaauTt Tak

(=]

SPF 3anuchb

HaCTpaVIBaeTCﬂ Ha BalLeM XOCTUHre. Buirnaant Tak

]

DMARC 3anuchb

HaCTpaVIBaeTCﬂ Ha BalLeM XOCTUHre. BoirnaanT Tak

(x]

DKIM 3anuchb

Co3paTb nanky 4ns Kno4vemn

mkdir -p /var/lib/dkim

FeHepupyeM nocnenoBaTesibHOCTb

amavisd-new genrsa /var/lib/dkim/fellk.ru.pem 1024
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CTaBUM HyXHble npasa

chown amavis:amavis /var/lib/dkim/*.pem

chmod 0400 /var/lib/dkim/*.pem

B koHpure amavisd pepakTupyem

nano /etc/amavis/conf.d/20-debian defaults

#%$inet socket port = 10024;
$inet socket port = [10024,10026];

$forward method = 'smtp:[127.0.0.1]:10025";
$notify method = $forward method;
$interface policy{'10026'} = 'ORIGINATING';
$policy bank{'ORIGINATING'} = {

originating => 1,

smtpd discard ehlo keywords => ['8BITMIME'],

os _fingerprint method => undef,

bypass banned checks maps => [1],

bypass header checks maps => [1],

bypass banned checks maps => [1],

virus admin maps => ["virusalert\@$mydomain"],

};

B danne 50-user pobaBnsem

nano /etc/amavis/conf.d/50-user

$enable dkim verification = 1;
$enable dkim signing = 1;
dkim key('fellk.ru', "dkim", "/var/lib/dkim/fellk.ru.pem");
@dkim signature options bysender maps = ( {
"test.ru" => { d => "fellk.ru", a => 'rsa-sha256', ttl => 10*24*3600 },
1)

Mepe3anyckaem amavis

systemctl restart amavis
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NMposeputb DKIM nocnepoBaTenbHOCTb A1 AOMEHAa MOXXHO TaK

amavisd-new showkeys

Oygmer uTO-TO BpOAe 3TOro

; key#1 1024 bits, i=dkim, d=fellk.ru, /var/lib/dkim/fellk.ru.pem

dkim. domainkey.fellk.ru. 3600 TXT (
"v=DKIM1; p="
"VIDTMAOKkh1jVbGBwY2Nx3IgEMgCNRDCRiQKBgQC23i0K+39mY9972KNNGKETJ08n/Heg"
"x6eMYXsplunAdo2EBJDFU35CNRDCRiQKBgQC23i0K+39mYBxsnI1l1lJo8n/Heg"
"x6eMAOkh1ljVbGBZrREVZYTEAQUAA4CNRh1jNWGQIF38KWYTE+uPOwWtAbXEeRLG/VZ5"
"zyQUIRDCKSHWUGN2461SFG310QAB")

Tenepb HY>XHO Ha XOCTWUHIre NnponncaTtb 3TU OaHHbIE. BbirnaanT Tak

MposepseM HacTpouku DKIM

amavisd-new testkeys

OoHacTpauBaeM postfix

nano /etc/postfix/master.cf

smtp inet n - y - - smtpd
-0 content filter=scan:[127.0.0.1]:10026

submission inet n - n - - smtpd
-0 content filter=scan:[127.0.0.1]:10026

smtps inet n - n - - smtpd
-0 content filter=scan:[127.0.0.1]:10026

127.0.0.1:10027 inet n - n - 16 smtpd
-0 content filter=
-0
receive override options=no _unknown recipient checks,no header body checks
-0 smtpd helo restrictions=
-0 smtpd client restrictions=
-0 smtpd sender restrictions=
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-0 smtpd recipient restrictions=permit mynetworks, reject
-0 mynetworks style=host
-0 smtpd authorized xforward hosts=127.0.0.0/8

Mepe3anyckaemM postfix

systemctl restart postfix

HactpauBaem Roundcube

nano /var/www/html/webmail/config/config.inc.php

CTtpokn

$config['smtp server'] = '"';
$config['smtp port'] = 25;

3aMeHNTb Ha

$config['smtp server'] = 'tls://localhost’;
$config['smtp port'] 587,;

[MpoBepuThL cepsep MOXHO TYT:

https://spamtest.smtp.bz

HacTponkKa KBOT NOUTbI

B ¢pannelO-mail.conf

nano /etc/dovecot/conf.d/10-mail.conf

CHUMaeM KOMMEHT Uan nponncbiBaeM CTPOKY

mail plugins = $mail plugins quota
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B daune 20-imap.conf

nano /etc/dovecot/conf.d/20-imap.conf

CHMMaeM KOMMEHTAPUIA WK NPOMNUCbIBAEM CTPOKY

protocol imap {
mail plugins = $mail plugins imap quota

}

B ¢panne 10-master.conf

nano /etc/dovecot/conf.d/10-master.conf

penakTUpyem CTPOKM Kak NMokasaHo HuXe

service dict {
unix listener dict {
mode = 0660
user = mail
group = mail

user n group - 3To BCe T€ XKE 4TO CO3aBaJINCb PpaHeEe BaMi

B ¢panne 90-quota.conf

nano /etc/dovecot/conf.d/90-quota.conf

llobaBnsem CTPOKM nnn ybnupaem KOMMEHT C HMX
plugin {

gquota = dict:User quota::proxy::quota

}

B ¢panne dovecot.conf
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nano /etc/dovecot/dovecot.conf

Ybupaem KOMMeEHT unun nobasnsem CTPOKU

dict {
quota = mysql:/etc/dovecot/dovecot-dict-sqgl.conf.ext

}

B daune dovecot-dict-sql.conf.ext

nano /etc/dovecot/dovecot-dict-sql.conf.ext

MponucbiBaeM HaCTPOMKM

connect = host=localhost dbname=fellk user=root password=Baw naposnb
map {
pattern = priv/quota/storage
table = quota2
username_field = username
value field = bytes
}
map {
pattern = priv/quota/messages
table = quota2
username_field = username
value field = messages

PepakTupyem unu ponucoisaem B chaune dovecot-sql.conf.ext

nano /etc/dovecot/dovecot-sql.conf.ext

user query = SELECT CONCAT('/mail/',LCASE( domain’),'/',LCASE( maildir)),
1024 AS uid, 1024 AS gid, CONCAT('*:bytes=', quota) AS quota rule FROM
mailbox WHERE username = 'Su'

MpoBepseM KoHpuUrypauuoHHbin pann dovecot

doveconf
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ecnu Het owubOK, Aenaem pecrtapr

systemctl restart dovecot

MpoBepka paboTbl KBOT

Ona npoBepKM UCNOJIb3yeM KOMaHAay

doveadm quota get -u test@fellk.ru

MponncbiBaTb KBOTbI HY)KHO B BED MHTEP(ENCE B KaXK bl MOYTOBbIA ALK

=]
MHdopMupoBaHue npu npeBbilLLEeHUU KBOT

B ¢panne 90-quota.conf

nano /etc/dovecot/conf.d/90-quota.conf

PenakTupyem CTpoKu

plugin {
quota warning = storage=95%% quota-warning 95 %u
quota warning2 = storage=80%% quota-warning 80 %u

}

MoxxeTe YKa3aTb CBOW 3Ha4Ye€HUA NpeBbILLIEHNA

B pa3gene service quota-warning pefiakTUpyeM BCe Kak HUXe

service quota-warning {
executable = script /usr/local/bin/quota-warning.sh
user = dovecot
unix listener quota-warning {
user = mail
}
}
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CkpunT onoBeLlieHus quota-warning.sh

nano /usr/local/bin/quota-warning.sh

cat << EOF | /usr/libexec/dovecot/dovecot-lda -d $2 -o
"plugin/quota=maildir:User quota:noenforcing"
Content-Type: text/html; charset=utf-8

From: ApgmuHucTpaTtop noyTbl <admin@fellk.ru>

Subject: TMpenynpexaeHune o0 NPEBbILLEHUN KBOTbI Ha MNOYTOBbIA ALLUNK
X-Priority: 2

<p>Pa3mep Bawero no4TtoBoro swmnka $1% 0T yCTaHOBNEHHOIro orpaHnyeHuns . <br>

Ypanute 60/blume NUCbMa C BAOXEHUAMN, COENaNTe apxXmnBaLuio nam obpaTuTech 3a NOMOLLbIO B
UT oTpen.</p>

EOF

MponucbiBaeM npaBa Ha pann

chmod +x /usr/local/bin/quota-warning.sh

TecTupyeM ckpunt

/usr/local/bin/quota-warning.sh 80 test@fellk.ru

Pectapt dovecot

systemctl restart dovecot

Ona Outlook nepeBoauM Nanku Ha PyCCKUMU

PepakTtupyem dpann 15-mailboxes.conf

nano /etc/dovecot/conf.d/15-mailboxes.conf

B 610ke namespace inbox pegakTupyem

namespace inbox {
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mailbox YepHoBuku {
auto = subscribe
special use = \Drafts
}
mailbox Drafts {
auto = no
special use = \Drafts
}
mailbox Cnam {
auto = subscribe
special use = \Junk
}
mailbox Junk {
auto = no
special use = \Junk
}
mailbox Spam {
auto = no
special use
}
mailbox "Junk E-mail" {
auto = no
special use
}
mailbox YpaneHHble {
auto = subscribe
special use = \Trash

\Junk

\Junk

}
mailbox Trash {
auto = no
special use = \Trash
}
mailbox "Deleted Messages" {
auto = no
special use = \Trash
}

mailbox OTtnpaBneHHble {
auto = subscribe
special use = \Sent

}
mailbox Sent {
auto = no
special use = \Sent
}
mailbox "Sent Messages" {
auto = no
special use = \Sent
}
mailbox "Sent Items" {
auto = no

special use = \Sent

Wropb FellK - https://wiki.fellk.ru/dokuwiki/



Last update:
2024/06/24 manuals:mail_server_from_scratch https://wiki.fellk.ru/dokuwiki/doku.php/manuals/mail_server_from_scratch?rev=1719234188
13:03

}

imenTe BBUAY 4TO €C/IN Bbl MOJIb3yeTeCb C OAHOI0 NOYTOBOrO AwwmKa n Outlook n web
nHTepgencom, To y Bac byneTt otobpaxatbca B Outlook n pycckue nanku u
aHrIMACKMe, B aHrMMNCKne byayT BanmMThCA NucbMa ¢ web uHTepdenica, a B pycckue
byayT n3 Outlook.

Onsa npuMeHeHUs HacTpoek nepesanyckaem dovecot

systemctl restart dovecot

HacTpoika orpaHu4eHus BJIOXKEHUM

HayHemM c panna

nano /etc/postfix/main.cf

Pa3smep no4yToBOro Awmnka a9 yCTaHOBKM KBOThl Ha NMOYTOBbIE ALLNKU pefakTupyem clegyiouiee

mailbox size limit = 734003200
virtual mailbox limit = 734003200
message size limit = 73400320

A ctasnto 70 Mb - B channe 3710 BuIrNaAnT BCe B BanTax kak 734003200

EC/IN He HY>XXHbl orpaHnyeHuns, ctasum 0:

Mocne pepakTUpoOBaHUA NPUMEHAEM U3MEHEeHUS

systemctl reload postfix

Hanee B thanne:
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nano /etc/php/7.4/apache2/php.ini

Haxogum n pegaktupyem
post max size = 70M

upload max filesize = 70M

N He 3abbiBaeM 0 nepesanycke

systemctl restart apache2

BO3MOXXHble OLUMOKU M UX peLueHUs

pelwaeTcs AaHHas npobaemMa ogHON-ABYMSA KOMaHA4aMM, B 3aBUCMMOCTM YTO YKa3aHO B BbIBOAE
owmnbKn

aZ2enmod rewrite

a2enmod ssl

Ecnu He oTnpaBnaioTca BNoXKeHus us Bed nurepgenca Roundcube

Hy>XHO 0TpedakTMpoBaTb KOHMUT

nano /var/www/html/webmail/config/config.inc.php

no6aBMB B HEMO CTPOKY

$config['temp dir'] = '/tmp/';
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