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Ceou cepBep 63kanupoBaHus bareos c
BO3MOXXHOCTbIO NUCaTbh Ha JIEHTO4YHOE
XpaHUJuLLe

Y Hac B KOMMNaHWM UMEETCS IEHTOYHOE XPaHUNLLE, KOTOPOE, K COXAJIEHMIO, HE NCMOJ/Ib3YEeTCA N He
MNPVHOCUT HUKAKOW MOMb3bl. 1 MIAHUPYIO HAaCTPOUTL CEPBEP PE3EPBHOM0 KONMMpPoBaHus Ha base
Bareos (Bacula) n opraHu3oBaTb XpaHeHNE apX1BHOW MH(OPMaLIMM Ha IEHTOYHbLIX HOCUTEeNsX. B
Hallen MHPaACTPYKTYype NCNONb3YIOTCA ANCKOBbIE NonkK Infortrend n neHTo4Has bubnnoTeka
Quantum Scalar i40. ®u3sunyeckunmn cepsep dynet Ha CentOS Stream release 9 oH oCHaLWEH ABYMS
npoueccopamm Intel Xeon E5-2609 v3 ¢ TakToBOM YacToTon 1.90 Ty 1 64 I'b onepaTUBHON NaMATH 1
[lBa CeTeBbIX aganTepa A4 NOAK/OYEHNSA K Pa3HbIM ceTaM. Takxxe npegycMoTpeH aganTtep Fiber
Channel gns cBsi3M C AMCKOBLIMU MOJIKAMMW N NEHTOYHBIM XPaHUAULWLEM. Y MEHS BECb MpoLuecc
Ha4nHaeTcsa ¢ nepeHacTponky Qlogic, 4To 6bl HY>KHble WWPN cMOTpenun B Hy>XHble yCTPONCTBa.
MoapobHocTen no HacTpomke Qlogic faBaTh He Byay T.K. 3TO TeMa AN OTAENbHON CTaTby C
NoApPOOHLIMU pPa3bACHEHNSMMN.

NMpuctynaeM K ycTaHOBKe

Ansa Hayana obHOBUM nNakeTbl

sudo dnf update

sudo dnf upgrade

YcTaHaBsiMBaeM U HacTpauBaeM Bareos

Ona Havana nponuwieM Hy>XHble NopTbl B panpeon

firewall-cmd --permanent --add-port={80,443}/tcp
firewall-cmd --permanent --add-port={9101,9102,9103}/tcp

firewall-cmd --reload

Onsa Toro 4To 6bI KOPPEKTHO OOpaLLATLCA K peno3uTopuaM bareos, Hy>KHO BbINOMIHUTD
KOMaHpAbl CBAA3aHHble C cepTUduKaTamm

dnf install ca-certificates
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update-ca-trust
Tenepb oTknovyaeM SELinux

B hanne
nano /etc/selinux/config
MponucbiBaem

SELINUX=disabled

[la, B ngeane He Hy»XXHO oTK4aTb SELinux B Lenax 6e3onacHoCcTn, a Hy>KHO HaobopoT ero
HaCTPOUTb KOPPEKTHO, HO B MOEM CJly4ae CEPBEP M XpaHUIKa He ByayT CMOTPETb B UHTEPHET, a
OCTAHYTCA UCKJTIOYNTESIbHO B O4HOWN N3 BblAENEHHbIX MOACETEN KOMMaHMN.

Tenepb co3paem nepeMeHHylo Ans bareos

BAREOSDIST=EL 9
15 KOPPEKTHOr0 Ha3BaHUA MPUBA3LIBAEMOr0 K MEPEMEHHOWN BaM J1yyLle BOCMO/1b30BaTLCA CChIIKOW

N yctaHaBnuBaeM peno3MTopuMin O4HON KOMaHAOMN
wget https://download.bareos.org/current/${BAREOSDIST}/bareos.repo -0
/etc/yum.repos.d/bareos ${BAREOSDIST}. repo

Mpoussoaum yctaHoBKy bareos

dnf install bareos bareos-database-postgresql -y

BkniouyaeMm aBTo3anyck cepsucos bareos

systemctl enable bareos-dir bareos-fd bareos-sd

YcTaHaBMBaeM cepsep 0a3bl JaHHbIX

dnf install postgresql-server postgresql-contrib
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NHuumnanusupyem 6asy

postgresql-setup initdb

BkJsilo4aeM aBTO3anycK U 3anyckaem cepBep 6a3bl AaHHbIX

systemctl enable postgresql --now

Co3zpaem 6a3sy c TabaMuaMu M HY>XKHbIMU NpuBUAEernaMu. CKpUnTbl UAYT NO YMOJTHAHUIO C
ycTaHoBJNIeHHbIM bareos

su - postgres -c /usr/lib/bareos/scripts/create bareos database
su - postgres -c /usr/lib/bareos/scripts/make bareos tables

su - postgres -c /usr/lib/bareos/scripts/grant bareos privileges

Ecnn BAPYr CKPUNTaMn HE Noay4aeTCcqa HNYEro y BacC Cco3aaTb, TO MPUAETCA PYKaMn
co3naBaTb 6a3y n npnceBanmBaTb NMPUBUJIETNI.

3anyckaeM cepBucbl bareos u npoBepsieM cTaTycbl 4To Obl Ob1s10 BCe B nopsapke

systemctl start bareos-dir bareos-fd bareos-sd

systemctl status bareos-dir bareos-fd bareos-sd

Ha 3TOM OCHOBHas 4acTb 3aKOHYeHa. Ho ecnn B Ballen KOMMaHUM KaK y Hac Hanpumep ecTb
CneunanbHbIn YeNOBEK, KOTOPbIN 3aHUMAETCA apXUBUPOBAHNEM, TO eMy Ans yA06CTBa MOXHO
HacTponTb Beb UHTEpdenc.

YcTtaHaBanBaeM BebO-uHtepcenc

dnf install bareos-webui
PepakTupyem tann

nano /etc/php.ini
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B thanne pobasnsem TauM3oHy

date.timezone = "Europe/Moscow"

3anyckaem Beb-cepsep

systemctl enable httpd --now

Tenepb Co34aeM y4eTKy Ons Bxoda B Beb nHtepdenc Penaktnpyem dann
nano /etc/bareos/bareos-dir.d/console/admin.conf
Copepxxumoe hansia

Console {

Name = "admin"

Password = "BALL CJIOXKHbIV NAPOJIb"

Profile = webui-admin

TlsEnable = no

Maponb goMxKeH O6biTb CNOXHBIM Kak KU Ntobon gpyron naponb B Ballen CUCTEME
bareos

NepesanyckaeM cepeuchl bareos

systemctl restart bareos-dir bareos-fd bareos-sd

Noem npoeepsTh Beb nHTepdenc no agpecy Baw IP\bareos-webui

[anee ctTaBUM OONOJIHUTEJZIbLHO KOMMOHEHTbI ANSA paGOTbI C JIeHTaMu

dnf install bareos-storage-tape mt-st mtx

MpoBepuTb B Ha/INYME JIEHTOYHbIX YCTPONCTB MOXHO HECKOJIbKUMUN KOMaHLaMu

1ls /dev/tape/by-id/
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lsscsi
B moem cnyyae 310 Quantum ¢ AByMsa gpariBaMu U aBTOYENHO)KEPOM

Cospaem pann xpaHeHus.

nano /etc/bareos/bareos-dir.d/storage/Tape.conf
C BOT Takum CoAepXMNMbIM

Storage {

Name = Tape

Address = bacularestore

Password = "BALL CNIOXHbI/ NMAPOB"
Device = autochanger-0

Media Type = LTO

Auto Changer = yes

lpe:

Name - Ums noboe, HO ny4yLe ncnosib3oBaTb Tape 4T0 6bl 6bII0 MOHATHO YTO 3TO JIEHTOYHOE
XpaHunuLe

Address - nms Ballero cepeepa, Ha KOTOPOM YCTaHOB/EH N HAacTpPoeH bareos

Password - o4eHb CJIOXKHbIV Naposib A5 CBA3M YCTPONCTBA C ANPEKTOPOM. [Maposib AOJIKeH
coBnagaTh C naposem u3 anna /etc/bareos/bareos-sd.d/director/bareos-dir.conf

Device - Ha3BaHue Bawero aina c HaCTpoMKaMmn aBToYenHa Kepa (poboTa, KOTOPLIA KacCeThl
nepeknagbiBaeT)

Media Type - Yka3sbiBaeTcs LTO 470 6bl CMCTEMA MOHMMANA YTO 3TO NIEHTHI

Auto Changer - yKka3blBaeM UCMNOJIb30BaTb Ball aBTOYENHIKED WU HET.

Co3paem hpaun aBToYenHAXepa

nano /etc/bareos/bareos-sd.d/autochanger/autochanger-0.conf
C BOT TakuUM coaep>XUMbIM

Autochanger {

Name = "autochanger-0"
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Changer Device = /dev/tape/by-id/scsi-QUANTUMDOH0112431 LLA

Device = ULTRIUM-HH6-0

Device = ULTRIUM-HH6-1

Changer Command = "/usr/lib/bareos/scripts/mtx-changer %c %0 %S %a %d"
}

roe:

e Name - 0OJ)KeH coBnagaTb Co cTpokomn Device 13 anna /etc/bareos/bareos-
dir.d/storage/Tape.conf

e Changer Device - lNyTb K BaweMy aBTo4eNHAXEPY, TYT MOXeT 6biTb BApuaHT Kak y MeHs, nnbo
nonobHbIn BapnaHT /dev/sg37 roe sg byaeT oTpaXkaTb HOMEp Ballero yCTPOnNCTBa

e Device - 3T0 Ha3BaHMA BaWNX LPaNBOB, UX MOXET ObITb ABa KakK Y MEHSA an OAMH B BalleM
cNlydae. ITu Ha3BaHUSA OOJKHbI COBNagaTb C UMeHeM K3 (hanna /etc/bareos/bareos-
sd.d/device/tapedrive-0.conf

e Changer Comand - nyTb K CKpUNTY, KOTOPbIA ByaeT yrnpaBnaTe BalIUM JIEHTOYHbIM
XpaHUAnLLEM

Tenepb co3paeM chann ycTponucTea

nano /etc/bareos/bareos-sd.d/device/tapedrive-0.conf
C BOT Takum CcofepXnMbIM

Device {

Name = "ULTRIUM-HH6-0"

Media Type = "LTO"

ArchiveDevice = /dev/tape/by-id/scsi-C38DE40000-nst
LabelMedia = yes

Autochanger = yes

AlwaysOpen = yes

AutomaticMount yes

RemovableMedia = yes
DeviceType = "Tape"

}
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Device {

Name = "ULTRIUM-HHG6-1"

Media Type = "LTO"

ArchiveDevice = /dev/tape/by-id/scsi-C38DE40004-nst
LabelMedia = yes

Autochanger = yes

AlwaysOpen = yes

AutomaticMount

yes

RemovableMedia = yes

DeviceType = "Tape"
}

roe:

¢ Name - nms yCTpPONCTBa, KOTOpPOe A0/KHO coBNaaaTh ¢ Device n3 anna /etc/bareos/bareos-
sd.d/autochanger/autochanger-0.conf

e ArchiveDevice - NyTb K BalleMy ApanBy, TyT MOXeT BblTb BapuaHT Kak y MeHs, nnmbo
nonobHbINn BapnaHT /dev/sg36 roe sg byaeT oTpaXkaTb HOMEp Ballero yCTPonNCTBa

Mocne 3TUX HAaCTPOeK Y Bac yxe byneT oTobpa)kaTbCs NEHTOYHOE XPaHMIMLLE U YNpaB/ieHNe UM Kak
yepe3 Beb UHTepeirc

TakK 1 Yepes bconsole kKoMaHA0M
list storages

Tenepb B bconsole komaHaom
Status slots

Mbl MOXXeM BUOETb CKOJIbKO Y HaC CNOTOB B JIEHTOYHOM XPaHUJINLLE N KaKUNe 3aHATbI U cB06OAHbI

Tenepb HY>XKHO HAaCTPOUTb 3aAaHUA OJIA TOro 4TO Obl HA JIEHTY Nonaganu
¢dannol.

[na 3TOro HaYyHeM € co3aaHus ana B KOTopoM byaeT UHbopMaLus oTKyaa 3abupaTth JaHHbIe Ans
KOMWPOBAHMUS X Ha NEHTY

Wropb FellK - https://wiki.fellk.ru/dokuwiki/



Last update: 2024/09/12 13:18 manuals:bareoslto https://wiki.fellk.ru/dokuwiki/doku.php/manuals/bareoslto?rev=1726147115

nano /etc/bareos/bareos-dir.d/fileset/OnTape.conf

Cogepxunmoe hanna
FileSet {
Name = "OnTape"
Include {
Options {

Compression=GZIP

# File = "/mnt/backup/Bareos/KoHdpuru cepsepa n 6a3bl faHHbIX/'

}

Kak BUAHO TYT yKa3aH crnocob cxaTusa n nyTb 0TKyAa 6epemM gaHHble (Y MEHSt OH 3aKOMMEHTMPOBaH

T.K. 6bI1 TECTOBBLIN BapuWaHT N NOKa He NCNOJIb3Yyto €ro), HU4yero CI0XKHOro

Tenepb HY>XHO CO3A4aTb nNyn ONA JIeHTbI

Ins aToro cosnaem amnn

nano /etc/bareos/bareos-dir.d/pool/LTO0.conf

Conepxxumoe panna

Pool {

Name = "LTO Pool"

Pool Type = Archive

Storage = Tape

LabelFormat = "<Barcode>"
Maximum Volumes = 500

# VolumeRetention = 365 days

AutoPrune = no
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Pool {
Name = "LTO Pool OLD"
Pool Type = Archive

Storage = Tape

LabelFormat = "<Barcode>"

Maximum Volumes = 500

# VolumeRetention = 365 days

AutoPrune = no

}

lpe:

e Name - noboe nms yoobHoe 4N BalLlero BOCMPUATUS

e Storage - nms paHee co3gaHHoro anna /etc/bareos/bareos-dir.d/storage/Tape.conf

e LabelFormat - Y MeH#s yka3aH 6apkog 3TO 3Ha4YuUT 4TO ByAyT CYMTBIBATHCS LUTPUXKOAbI C
KaCCeT, ec/in y BaC MHa4ye BCe, TO MOXXHO 0CTaBuTb LTO- n byneTt npuceamBaTbCa HOMeEpP Mo

nopsiaky

Tenepb co3paem cpann oTBeYalOLW MUK 32 CaMO 3aAaHue

nano /etc/bareos/bareos-dir.d/job/BackupOnTape.conf

Cogepxunmoe hanna

Job {
Name = "BackupOnTape"
Type = Backup

FileSet="0nTape"
Schedule="LTO Migration"
Storage="Tape"

Pool="LTO Pool"

Messages = Standard

Priority=10
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Client = "bareos-fd"
Write Bootstrap = "/tmp/bareos.bsr"

Backup Format = "Tar"

Mlpe:

¢ Name - noboe nms, KoTopoe Bam byneT yoobHo

FileSet - uma paHee co3gaHHoro ganna /etc/bareos/bareos-dir.d/fileset/OnTape.conf

Storage - uMsa paHee co3gaHHoro anna /etc/bareos/bareos-dir.d/storage/Tape.conf

Pool - uma n3 ganna /etc/bareos/bareos-dir.d/pool/LTO.conf

Client - ums Baluero KnMeHTa B3ATOe M3 KaTanora /etc/bareos/bareos-dir.d/client/ T.k. B 3TOM
KaTaJsiore Co3faloTcsa KOH(GUIN KINEHTOB

Mocne BCceX MaHUNYASLUNIA HY>XXHO Mepe3arpy3nTb CEPBUCHI 1 MPOBEPUTL UX CTATyC paboTbl
systemctl restart bareos-dir bareos-fd bareos-sd

systemctl status bareos-dir bareos-fd bareos-sd

Ecnv ownbok He NosSBUAOCH, TO Bbl BCE CAEANIN BEPHO U YXKE MOXKETE BbIMONHATb
KOMUPOBaAHME Ha NEHTY B PYYHOM pexunme 4yepes Co3[aHHOe 3ajaHune, a ecn Bam
HeobXx04MMO BbIMONHATL KOMMPOBAaHME C MOMOLLLIO MAAHUPOBLLMKA, TO HY)XHO ByaeT
eLle co3naTh OTAESIbHbIE KOH(UIM UK OTPeAaKTUPOBaTb CyLLECTBYOWME N0 NyTH
/etc/bareos/bareos-dir.d/schedule/WeeklyCycle.conf

LdononHeHusa no ynyyweHuio (Ha Bawle yCMOTpeHue)

Co3pnaeM naposb ANns Nonb3oBaTens, KoTopbin paboTaeT ¢ 6a3om AaHHbIX 3axogmMm B 6asy
sudo -u postgres psql

MeHsieM Naposb AN4 NoNb3oBaTens bareos T.K. M0 yMonYaHuto oH 6e3 napons

ALTER USER bareos WITH PASSWORD 'BALL NMAPOJIb’;

Beixogum n3 6a3bl

\q
Tenepb 3aHOCUM 3TOT Naposib B hann
/etc/bareos/bareos-dir.d/catalog/MyCatalog.conf

Elle Heobx0aMMO M3MEHUTb TWUM ayTeHTUpMKauum B daine
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nano /var/lib/pgsql/data/pg hba.conf
BHoCMM n3meHeHUst Takmm obpasom. TyT BbicTaBneH md5 BMecTo ident n peer

local all all md5
host all all 127.0.0.1/32 md5
host all all ::1/128 md5

W nepesarpyxaem cepsuchl bareos n postgresql, nocne 3Toro ob6s3aTenbLHO NPOBEPSEM CTATYC 4YTO
6bl BCe Bb110 B Nnopsiake

systemctl restart bareos-dir bareos-fd bareos-sd postgresql

systemctl status bareos-dir bareos-fd bareos-sd postgresql

YcTaHOBKA KJIMEHTOB U HAaCTPOMKA KJIMEHTOB Ha cepBepe

YCTaHOBKa KJINEHTOB — MPOLLECC HECNIOXHbIN, HO eCNn AenaTb BCE pyKaMu, TO MOXKHO O4eHb 4,00
npoCnAeTb, CO34aBas Hy)KHbIE KOH(MI 1 NPONUCbLIBasA B HUX AaHHble. Mo3Tomy 5 pa3paboTan ABa
CKpunTa Ha bash, KoTopble BbINOJHAT BCE 3a Bac.

1. MepBbIil CKPUNT 3aMNyCcKaeTe Ha CepBepe, rae Y Bac YCTAHOBJIEH ANPEKTOP.
2. BTOpoi CKpUNT 3anycKaeTe Ha CaMOM KJIMEHTE.

KNMeHTCKM CKpUNT cAenaH Takum obpa3oM, 4To cucTemMa noHMMaeT Bawy Bepcuto Ubuntu n Centos
N HUYEro JINLLIHEro He CKavaeT u He ycTaHoBuT. Camo cobon, ckpunTbl § pa3pabaTbiBan nog CBou
HY>KZbl, €CJIN BaM YTO-TO HY>XXHO UCMPaBUTb B HMX, TO Bbl MOXXeTe CBOOOAHO 3TO AenaTb, MO3TOMY
obs3aTesIbHO NPOYUTANTE, YTO TaM HaMWUCaHo, MPEXAE YEM BbIMONHATL UX.

Conep>xumoe cepBepHOro ckpunTra

#!/bin/bash

# 3anpoc MMeHN KNneHTa, KaTasora, agpeca v napons

read -p "BBeguTe Ha3BaHMe KaTasora 4S9 MOHTMPOBAHMA PACMOJIOKEHHOIO B
//10.0.5.4/backup (Hanpumep, 'Grafana Loki'): " mount name

read -p "Bseaoute umsa knueHTa (Hanpumep, dokuwiki): " client name

read -p "BeeawuTe agpec kaveHTa (Hanpumep, 10.0.0.115): " client address
read -s -p "BeeauTe CIOXKHbIA NApoJb KJMeHTa He MeHee 30 cumBosioB: "

client password

echo

# dopmnpoBaHue nmeHun bes cyppukca "-fd"

client base name="${client name%-fd}"

# OTpenbHble NepeMeHHble a5 nynos u storage

storage name="$client base name" # Nms storage OyneT Takoe Xe Kak U UMSA KJIMEHTa
bes -fd

device name="${client base name}Storage" # lmsa ycTponcrsa

pool name="I ${client name}"
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full pool name="F ${client name}"

differential pool name="D ${client name}"

# Co3paHune KMeHTa B KOHPUrypaLnoHHOM thane

client config file="/etc/bareos/bareos-dir.d/client/${client name}-fd.conf"
cat <<EOL > "$client config file"

Client {

Name = "${client name}-fd"
Address = "${client address}"
Password = "${client password}"
}

EOL

# MNpoBepKa yCnewHoCcTn co3aaHmna danna KAneHTa

if [ $? -ne 0 ]; then

echo "Owwmbka npn Co34aHUN KOHDUTYPALIMOHHOMO hansia KMeHTa."

exit 1

fi

echo "KnueHt ${client name}-fd ycnewHo nobasneH B KOHpUrypaLuio."

# Co3paHue panna <Wms knmeHta>Default.conf B kaTanore /etc/bareos/bareos-
dir.d/jobdefs/

jobdefs file="/etc/bareos/bareos-dir.d/jobdefs/${client name}Default.conf"
cat <<EOL > "$jobdefs file"

JobDefs {

Name = "${client name}Default"

Type = Backup

Level = Incremental

Client = "${client name}-fd"

FileSet = "LinuxAll" # ${client name} fileset

Schedule = "WeeklyCycle"

Storage = ${storage name}

Messages = Standard

Pool = ${pool_name}

Priority = 10

Write Bootstrap = "/var/lib/bareos/%c.bsr"

Full Backup Pool = $full pool name # write Full Backups into "Full" Pool
Differential Backup Pool = $differential pool name # write Diff Backups into
"Differential" Pool

Incremental Backup Pool = $pool name # write Incr Backups into "Incremental”
Pool

Backup Format = "Tar"

}

EOL

# Co3paHue hanna backup-<Wms knneHta>.conf B kaTanore /etc/bareos/bareos-
dir.d/job/

backup file="/etc/bareos/bareos-dir.d/job/backup-${client name}-fd.conf"
cat <<EOL > "$backup file"

Job {

Name = "backup-${client name}-fd"

JobDefs = "${client name}Default"

Client = "${client name}-fd"

}

EOL
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# Co3paHune nynos B kaTtanore /etc/bareos/bareos-dir.d/pool/
pool files=("$pool name" "$full pool name" "$differential pool name")
for pool in "${pool files[@]}"; do

pool file="/etc/bareos/bareos-dir.d/pool/${pool}.conf"
if [[ $pool == I * ]1]; then

pool type="Incremental"

label format="I ${client name}-"

retention="30 days"

volume bytes="1G"

elif [[ $pool == D * ]]; then

pool type="Differential"

label format="D ${client name}-"

retention="90 days"

volume bytes="10G"

elif [[ $pool == F * ]]; then

pool type="Full"

label format="F ${client name}-"

retention="365 days"

volume bytes="50G"

fi
cat <<EOL > "$pool file"
Pool {

Name = "${pool}"

Pool Type = Backup

Recycle = yes # Bareos Mo)eT aBTOMaTu4eCku nepepabaTbiBaTb TOMa
AutoPrune = yes # YpanaTb TOMa C UCTEKLIMM CPOKOM OENCTBUS

Volume Retention = $retention # Kak 0onro cnegyet XpaHUTb pe3epBHbIE KOMUN
${pool_type} ?

Maximum Volume Bytes = $volume bytes # OrpaHu4uTb pa3mep TOMa [0 pPa3yMHOro YpOBHSA
Maximum Volumes = 100 # OrpaHW4UTb KOJIMYECTBO TOMOB B nyJie

Label Format = "$label format" # Toma 6yayT nomeyeHsbl kak "${pool type}-
<volume-id>"

}

EOL

done

# Co3paHne Storage B kaTanore /etc/bareos/bareos-dir.d/storage/
storage file="/etc/bareos/bareos-dir.d/storage/${storage name}.conf"
cat <<EOL > "$storage file"

Storage {
Name = "${storage name}"
Address = "BALLU hostname" # Appec xpaHwauwa 3ameHWTe Ha BaLl (No cyTu 3To hostname

roey Bac yctaHoBneH bareos-dir)

Password = "BALL CJIOXHbI/ MAPOJIb 30 1 6onee cMBOMOB" # 3aMeHUTE Ha Ball Naposib
Device = "${device name}"

Media Type = "File"

}

EOL

# Co3paHue Device B kaTanore /etc/bareos/bareos-sd.d/device/

device file="/etc/bareos/bareos-sd.d/device/${device name}.conf"
archive device="/mnt/backup/${client base name}" # MlyTb K XpaHunuLLy, nMs
KnneHTa 6e3 cydpdukca "-fd"
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# [poBepKa CyLLeCTBOBAHUS ANPEKTOPUM

if [ ! -d "$archive device" ]; then

echo "[IOwupekTtopus $archive device He cywectsyeT. Co3gaHue..."

sudo mkdir -p "$archive device" # Co3paHue ONPEKTOPUM, eC/I OHa He CyllecTByeT
else

echo "[OwupekTopua $archive device yxe cywecTtByeT."

fi

cat <<EOL > "$device file"

Device {

Name = "${device name}"

Media Type = "File"

Archive Device = "${archive device}"

LabelMedia = yes; # no3BonseT Bareos nomeyaTb HEMAapPKUPOBAHHbIE HOCUTEN
Random Access = yes;

AutomaticMount = yes; # korga yCTponcTBO ByOeT OTKPbLITO, MPOYTUTE €ro
RemovableMedia = no;

AlwaysOpen = no;

Description = "®annoBoe yCcTpONCTBO. MOAKIYAEMbIA OUPEKTOP OO/DKEH UMETbL TO XE UMSA U
TUMN HocuTens.'

}

EOL

# lNpoBepKa ycrnewHoCcTn co3faHnsa pannos storage u device

if [ $? -ne 0 ]; then

echo "Owwmbka npu Co3LaHUN KOHDUTYPaLIMA XPaHWUMLLA UK YCTPOUCTBA."
exit 1

fi

echo "XpaHunuwe n yCTpoMCTBO YCNELWHO Co3aaHbl.'

# Nl3meHeHne Bnagensua ainnos

# KaTasnor, KOTOpbIA HYXXHO U3MEHUTb

target dir="/etc/bareos/bareos-dir.d/pool/"

# lpoBepKa CyLLecTBOBaHMA KaTaJsiora

if [ ! -d "$target dir" ]; then

echo "Katanor $target dir He cywecTByeT."

exit 1

fi

# MONCK N 3MeHeHne BNafenbua, rpynnbl U Npas Ha (hanibl

for file in "$target dir"*; do

if [ -e "$file" ]; then # lMpoepka, cywiecTByeT nun ann

# Mony4vaem TeKyLWmnx Bnagensua n rpynny

owner=$(stat -c 'sU' "$file")

group=$(stat -c '%G' "$file")

# MNpoBepka, ABNAETCA M BRageneu n rpynna root

if [ "$owner" == "root" ] && [ "$group” == "root" ]; then
echo "W3MeHeHue Bnagenbua v rpynnel gnd anna: $file”

sudo chown bareos:bareos "$file"

sudo chmod 750 "$file"

fi

fi

done

echo "ToToBo! Bce HeobxognMmblie hannbl 6bIAN N3MEHEHDI.'

# ABTOMOHTMpPOBaHME Nanok
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# dopmuposaHue cTpoku gnsa fstab

remote path="//10.0.0.175/backup/${mount name}" # YkaxuTe Balle yaaseHHoe
XpaHuauue

local path="/mnt/backup/${client name}"

options="cifs username=bareos, password=BALl MAPOJIb,uid=BALl UID,gid=BALl
GID,file mode=0775,dir mode=0775 0 0" # YkaxuTe Balu AaHHble 411 MOHTUPOBAHUSA
KaTanora

# ObpaboTka NpobenoB TONLKO B MEPBOM HaCTK

remote path escaped=$(echo "$remote path" | sed 's/ /\\ /g')

# ®opmumpoBaHMEe OKOHYaTesIbHOW CTpokn ana fstab

mount entry="${remote path escaped} ${local path} ${options}"”

# MNpoBepka, CyWecTBYeT M y)Ke Takasa cTpoka B fstab

if grep -q -F "$mount entry" /etc/fstab; then

echo "Ctpoka ons MOHTUPOBaHUSA yXKe cyuwecteyet B /etc/fstab."

else
# [NobasneHune cTpokn B /etc/fstab
echo "$mount entry" | sudo tee -a /etc/fstab > /dev/null

# MNpoBepka ycnewHocTn nobasneHms

if [ $? -eq 0 ]; then

echo "CTpoka gnd MOHTMpOBaHWS ycnewHo fobasneHa B /etc/fstab."
# Mepesanyck fstab un MoHTMpoBaHMe BCex hannoBbIX CUCTEM
echo "Mepesanyckaem /etc/fstab..."

sudo mount -a

# [NpoBepKa yCnewHoCT! MOHTUPOBaHUA

if [ $7 -eq 0 ]; then

echo "Bce thannosble CUCTEMbI YCNELWHO CMOHTUPOBAHSI.'
else

echo "Owwmnbka Npy MOHTUPOBAHUN (haNNOBbIX CUCTEM."

fi

else

echo "Owwbka npu gobasneHunn ctpokn B /etc/fstab."

fi

fi

# BbiBOA MH(pOpMaLIMK O 3aBepLUEeHnN

echo "KoHgurypauusa onsa knnenta ${client name} ycnewHo 3aBepLieHa!
echo "lMoxanyncTta, NnpoBepbTe CO34aHHbIe (annbl:'

echo "KnueHt: $client config file"

echo "JobDefs: $jobdefs file"

echo "Backup Job: $backup file"

echo "Pools: "

for pool in "${pool files[@]}"; do

echo " - /etc/bareos/bareos-dir.d/pool/${pool}.conf"
done

echo "Storage: $storage file"

echo "Device: $device file"

# CepBuCbl 419 Nepe3arpysKku

services=("bareos-dir" "bareos-sd" "bareos-fd")

# lMepe3arpy3ka cepBuncoB

for service in "${services[@]}"; do

echo "lMepe3arpy3ka cepsuca $service..."

sudo systemctl restart "$service"
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# lpoBepKa yCrneLwHOCTN nepesarpysku

if [ $? -eq 0 ]; then

echo "CepBuc $service ycnewHo nepesarpyxeH."
else

echo "Owwubka npn nepesarpy3ke cepsuca $service."
fi

done

echo ""

# BblBOJ CTATYyCOB CEPBUNCOB

for service in "${services[@]}"; do

echo "CtaTyc cepBuca $service:"

sudo systemctl status "$service" --no-pager
echo ""

done

# KoHeL ckpunTa

Co.u,ep)Ku MOe€e KJIMEHTCKOro CKpunTta

#!/bin/bash

# Onpepensem nepemeHHyto DIST B 3aBUCMMOCTU OT ANCTpPMOYTUBA

if grep -q -i "ubuntu" /etc/os-release; then
DIST="xUbuntu $(lsb release -rs | cut -d. -f1,2)"

elif grep -q -i "centos" /etc/os-release || grep -q -i "fedora" /etc/os-
release; then

DIST="EL $(grep -oP '(?<=release )\d+' /etc/redhat-release | head -1)"
else

echo "Unsupported operating system."

exit 1

fi

# CKa4ymBaeM HaCTPONKK N8 peno3nmTopus

if [[ $DIST == xUbuntu* ]]; then

wget https://download.bareos.org/current/${DIST}/bareos.list -0
/etc/apt/sources.list.d/bareos ${DIST}.list

# YcTaHaBAMBaeM nakeT AN WudpoBaHns n delindpoBKM LMGPOoBLIX NOAMMUCEN
apt install -y gnupg2

# YCTaHaBAMBaEeM KJIt04 NOAMUCY NakeToB

wget -q https://download.bareos.org/current/${DIST}/Release.key -0- | apt-
key add -

# ObHOBNAEM CNUCOK NaKeToB

apt update

# YcTaHaBuBaeM nakeT ans bareos-fd

apt install -y bareos-filedaemon

# Pa3peluaem aBTO3anyCK cepsBuca

systemctl enable bareos-filedaemon

# HacTtpanBaem bpaHamayap

iptables -I INPUT -p tcp --dport 9102 -j ACCEPT

apt-get install -y iptables-persistent

netfilter-persistent save

elif [[ $DIST == EL* ]]; then
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wget https://download.bareos.org/current/${DIST}/bareos.repo -0
/etc/yum.repos.d/bareos ${DIST}.repo

# YcTaHaBnuBaeM naket gna bareos-fd

yum install -y bareos-fd

# Pa3peluaeM aBTO3anyCcK CepBuca U CTapTyeM ero

systemctl enable bareos-fd --now

# HacTtpanBaem bpaHamayap

firewall-cmd --permanent --add-port=9102/tcp

firewall-cmd --reload

else

echo "Unsupported operating system."

exit 1

fi

# MNpoBepsieM [OCTYMNHOCTL CepBepa

ping -c 3 BALL CEPBEP I'JE YCTAHOBJIEH OVPEKTOP

if [ $7 -ne 0 ]; then

echo "10.0.0.111 BALLU CEPBEP 'JE YCTAHOBJIEH OUPEKTOP" >> /etc/hosts
ping -c 3 BALL CEPBEP 'JE YCTAHOBJIEH OVPEKTOP

if [ $? -ne 0 ]; then

echo "Server BALU CEPBEP I'IE YCTAHOBJIEH OWPEKTOP is still not reachable after
adding to /etc/hosts.”

exit 1

fi

fi

# HacTtpowvka ¢anna /etc/bareos/bareos-fd.d/director/bareos-dir.conf
cat <<EOL > /etc/bareos/bareos-fd.d/director/bareos-dir.conf
Director {

Name = bareos-dir

Password = "MAPOJIb HY)KHO B34Tb 13 CO3JAHHOIO KIMEHTA HA CEPBEPE
/etc/bareos/bareos-dir.d/client/"

Description = "Allow the configured Director to access this file daemon."
}

EOL

# MNepe3anyckaem bareos-fd un BbiBOAUM ero cTaTycC

systemctl restart bareos-fd

systemctl status bareos-fd --no-pager

echo "Bareos installation and configuration completed successfully."
echo "3ameHuTe naponb BoT TyT /etc/bareos/bareos-fd.d/director/bareos-dir.conf"

Takum 06pa3om, Nocne BbINOJIHEHUS CKPUMTOB B BalleM Beb-nHTepdernce NosBaTCA CoO3haHHbIe
KJIMEHTbI, TOTOBblE K paboTe. Mbl 3aBepLUMAN 3TO yBJeKaTe/lbHOE NyTeLWecTBME B MAP PE3EPBHOI0
KOMMPOBaHWS, rAe KaXkAbli Wwar npubavkan Hac K CO34aHMI0 HaleXHON NHPPACTPYKTYpbl A1s
3alMTbl AaHHbIX. f HaaeCh, 3Ta UHGopMauus bbina Ans Bac Nose3HOW U BAOXHOBWUIA HA HOBblE
cBeplueHns. Cnacmbo, 4To BblIM CO MHOW Ha NPOTSXXeHWUW BCel cTaTbk! He 3abbiBaiiTe cneanThb 3a
06HOBNEHMSIMU HA MOEM KaHalle, rae s NPOA0JKA AeNNTHCSH LEHHbIMU 3HAHUAMW U MPaKTUYECKUMUI
pekoMeHZauuamMu B 061acTn TEXHONOMMIA. Yaayy BaM B BalLMX NMPOEKTaX U 10 HOBbIX BCTpey!
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