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BbinoJsiHeHUe AOMalLUHero 3agaHuva ans
DevOps-TpeHUpPOBOK B AHOEKcCe, neKuusa
"Obnako. KTo BUHOBAT U 4YTO penarb."”

OnuncaHme 3afaHns 1 BCE CCbIIKM €CTb Y MEHS B peno3mTopun Ha github

Ins HaYana HY>XHO Co34aTb [IBe BUPTYyaslbHble MalLWHbl Ha AHAEeKC obnake n KIOHUpPoBaTh cebe B
KaX[yto MalLMHY peno3nTopuin ¢ rutxaba. B pamMmkax NpoekTa TPEHMPOBOK NPefoCcTaBAseTCs
BO3MOXHOCTb 6ecrniaTHO UCM0/Ib30BaTh BUPTYasibHble MaLlUUHBI MO 3anpocy.

MaLlnHbl Co3aaHbl ﬂ

Moakntoyaemcs yaobHeiM cnocobom K HUM no SSH, s ncnonb3yto Windows Terminal. KnoHnpyem
peno3nTopuin

git clone https://github.com/igkfellk/y-y-devops-trainings-cloud-1/

Cbopka obpasa pna catGPT

Co3paeMm KaTanor

sudo mkdir /etc/docker/catGPT
Konupyem Hy>XHble (haisibl B CO34aHHbIA KaTanor

sudo cp -r /home/ikfellk/y-y-devops-trainings-cloud-1/catgpt/.
/etc/docker/catGPT/

Mepexogum B KaTasor
cd /etc/docker/catGPT
Co3paem Dockerfile

sudo nano Dockerfile

# Wcnonb3yem obpa3 Golang pekoMeHAyeMmbin B 3a4aHUN
FROM golang:1.21 AS builder

# YKa3bliBaeM aBTOpa halna
MAINTAINER Igor Kucherenko <i.kucherenko@test.ru>

# YcTaHaBAMBAEM 1 Nepexoanm B paboyyto AMPEKTOPUIO
WORKDIR /go/src/app
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# Konvpyem go.mod v go.sum [AJi8 3arpy3Ku 3aBUCMMOCTEN
COPY go.mod go.sum ./

# 3arpy>xaem 3aBMCUMOCTY
RUN go mod download

# KonvpyeM UCXOLHbIA KOL NPUIOXKEHNS
COPY .

# Cobupaem npunoxxeHue

RUN CGO ENABLED=0 go build -o /go/bin/app

RUN chmod +x /go/bin/app

# Co3paem runtime o6bpas Ha ocHoBe gcr.io/distroless/static-debianl2:latest-
amd64

FROM gcr.io/distroless/static-debianl2:latest-amd64

# Konnpyem cobpaHHbIn BrHapHbln hann n3 builder obpasa
COPY --from=builder /go/bin/app /go/bin/app

# OnpeuenﬂeM KOMaHAY, KOTOpPaAd 6y,D,ET 3alyCKaTbCA NMpu 3anycke KOHTeIZHepa
CMD ["/go/bin/app"]

3anyck cbopku

sudo docker build -t ikfellk/catgpt:vl

3anyCck KOHTelHepa

docker run -d -p 8080:8080 ikfellk/catgpt:vl

TecTupyem

ans NPOBEPKN CO3aHHbIX 06pa3os BbIMNOJIHAEM KOMaHAY

docker images

1 nosly4yaem nofobHbIN BbIBOA

(]

Jns NpOBEPKMN CO34aHHbLIX KOHTENHEPOB BbIMOJHAEM KOMaHAY
docker ps -a

1 nosy4yaem nofobHbIN BbIBOJ,
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noem B bpaysep 1 OTKpbIBaeM CTpaHULy

http://Baw ip:8080/

Mony4yaem Takom BbIBOS

B
KOHHeKTMMCSH K AHAeKC obnaky yepes Oauth

[Na NONHOLEHHOr 0 BbINOSIHEHUA 3afaHUs elle noTpebyeTcs HaCTpPoUTh CBA3b Yepes oauth sHAekca
C AHAeKC 061akoM. TyT HUYEro CIOXKHOr0, HY>KHO NMOJy4YUTb TOKEH Yepe3 CBOM aKKayHT AHAeKca
nepengs no ccolfike flanee B paHee co34aHHON BUPTYasibHOM MalUUHE WM MalUWHAX BbINOJHUTb
NOAKJIOYEHNE B HECKOJIbKO 3TarnoB:

e CKayaTb 1 ycTaHoBUTb sHOeKkc CLI

curl -sSL https://storage.yandexcloud.net/yandexcloud-yc/install.sh | bash

¢ BbINOJMIHUTbL HAaCTPONKY MNOAKJIYEHNS Yepes CO3AaHHbIN TOKEH

yc init
(=]

Co3paeM peecTp

BbINOMHMB OfIHY KOMaHAY, NOy4YaeM CO3[aHHbIA peecTp

yc container registry create --name registry-ikfellk

(]

Ipe:

e registry-ikfellk - nio6oe nms Ha Balwe ycmoTpeHue

3arpy>xaeMm obpa3s B peecTp

Ina HavYana cMOTPUM Ha obpa3sbl
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docker images

(]

BbibrpaeM HyHbIn Ham 0bpa3 A4ns 3arpy3ku 1 NnpuceaviBaeM Ter sHAekcCa
docker tag ikfellk/catgpt:vl \

cr.yandex/crp3b70gbcrknbg22gbk/ikfellkcatgpt:vl

lpe:

e crp3b70qgbcrknbg22qbk - ngeHTNGMKaTOP Balero peecTpa Ha sHAEKC obnake

3arpy>xaem obpa3s B peecTp

docker push cr.yandex/crp3b70gbcrknbg22qbk/ikfellkcatgpt:vl
MposepsieM 4TO 0bpa3 3arpy3unncs KOMaHLon
yc container image list

/N nonyyaem TaKyto KapTuHY

=]

ABTocbopka ¢ nomowbio Github Cl n oTnpaBka B lHoeKc
obnako

INs Havana Hy>KHO CO34aTb KO4YM A0CTyNa K AHAaeKc obnaky u3 Github

yc iam access-key create --service-account-name ikfellk

loe:
e ikfellk - ums Ballero akkayHTa B SHOeKC obnake

Mony4yaem Takow BbIBOS

]

Co3pnaeM TOKeH aBTopu3aumm

yc iam create-token

]

Co3pnaeM B peno3nTopun Ha rutxabe gann
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.github/workflows/docker-build-catgpt.yml
name: Docker Build and Deploy catgpt

on:
push:
tags:
- 4 Jiobon Ter

jobs:
build-and-deploy:
runs-on: ubuntu-latest
steps:
- name: Checkout
uses: actions/checkout@v2
- name: Login to Yandex

run: docker login -u ${{ secrets.YANDEX USERNAME }} -p ${{
secrets.YANDEX CLOUD SERVICE ACCOUNT KEY }}

- name: Build and push Docker image
run: |

cr.yandex/crj3b74hbhretbg25qbk

docker build -t cr.yandex/crj3b74hbhretbg25qbk/catgpt:v1l ./catgpt

docker push cr.yandex/crj3b74hbhretbg25qbk/catgpt:vl

lpe:

e YANDEX USERNAME - f0oruH oT siHaeKc obnaka

e YANDEX_CLOUD_SERVICE_ACCOUNT _KEY - TokeH aBTOpM3aLnmn CO3AaHHbIN

paHee

e crji3b74hbhretbg25qbk - VoeHTudrnkatop Bawero peectpa Ha AHAOEKC

obnake

Cospaem CeKpeThl onncaHHbIE B NpeabiayLleM Lare asa co3gaHna Bbl JOJIXKHbl HAX0OAUTCA B CBOEM

pPeno3nTopMmM N HaxaTb KHOMKy Settings

Hanee nepentun B Secrets and variables n nanee B Actions

Tenepb co3faeM cekpeThl 4115 aBTopu3aumm HyxxHo HaxxaTe New repository secret Beectu

Ha3BaHWSA YTO YNOMUHAJIUCh BbILE UK MOXeTe nocMoTpeTb cBon ann docker-build-catgpt.yml n

TaM HaWUTWN CTPOKK C CeKpeTaMmm 1 N3MEHUTb Ha BalUW Ha3BaHWSA, KOTOPbIE Bbl CO34aun

Ba)kHoe HanoMWHaHue
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Y Bac poskeH nexatb Dockerfile B kaTanore, KOTopbI UCNONAb3yeT KoMmaHaa docker
build.

B cnyyae paHHOro 3afiaHus y MeHsa nexxuT (alnn B katanore ./catgpt

TecTupyem aBTOCOOPKY M oTnpaBKy B AAHAEKC obnako

B KOHCOMM NepexoanMm B KaTaslor KJIOHUMPOBAHHON BETKM peno3ntopus rutxaba
cd y-y-devops-trainings-cloud-1/

BbinonHsemM KoMaHabl

git pull

git tag -a v1.2.4 -m "Tect aBTOCOOPKN"

git push origin v1.2.4

BBOAUM JIOFMH U Maposb 0T ruTXaba 1 Nnosly4aem Takoi BbIBOA,

(]

Mepexoaum B bpay3epe B AaHHbIN peno3uTopuii Bo cknaaky Actions /1 Buamm 4To npouecc
aBToCcbopky nowen

(]

BbyKBasibHO Yepes HEeCKOJIbKO MUHYT TaM e Bbl YBUAUTE TaKY0 KapTUHY

Mpouecc cOopKy 3aBEPLUNICS YCNELHO

(]

Tenepb NepexoanM B CBOe AHAEKC 06/1aK0 1 NpoBepsSeM AeACTBUTENLHO I TaM nosiBuica obpas

Byanﬂ N OH AEeNCTBUTENbHO TaMm

B
ABTocbopka ¢ nomowbio Github Cl u ornpaBka B Docker Hub

[N Havana HY>XHO Co34aTb TOKEH aBTopm3aunm Ha docker hub:

e [lepexoanMm Ha canT
e JlornHUMCA nofa CBOen y4eTKomn
e Nepexoanm B Account Settings
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e lanee Security

e Haxxnmaem New Access Token
e [laem eMy MMS 1 NpaBa

e [lony4yaeM roToBbIN TOKEH

TOKEH KONMUPYeM 1 He TepsieM, OH MPUroanTCs Oas Co3AaHNa CEKPeToB Ha rnTxabe Cospaem B
peno3nTopumn Ha rutxabe dann

.github/workflows/docker-publish.yml
name: Publish Docker image

on:
push:
tags:
- ' # Jiobon Ter

jobs:
push to registry:
name: Push Docker image to Docker Hub
runs-on: ubuntu-latest
steps:
- name: Check out the repo
uses: actions/checkout@v4
- name: Log in to Docker Hub
uses: docker/login-action@f4ef78c080cd8ba55a85445d5b36e214a81df20a
with:
username: ${{ secrets.USERNAME }}
password: ${{ secrets.PASSWORD }}
- name: Extract metadata (tags, labels) for Docker
id: meta
uses: docker/metadata-
action@9ec57edlfcdbfl4dcef7dfbe97b2010124a938b7
with:
images: ikfellk/catgpt
- name: Build and push Docker image
uses: docker/build-push-
action@3b5e8027fcad23fda98b2e3ac259d8d67585f671
with:
context: ./catgpt
file: ./Dockerfile
push: true
tags: ${{ steps.meta.outputs.tags }}
labels: ${{ steps.meta.outputs.labels }}

[pe:
o USERNAME - norutH ot docker hub
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e PASSWORD - TokeH aBTOpM3aLm CO3LaHHbIN paHee

Co3paeM cekpeTbl ONMUCaHHbIe B NpeblayLleMm ware Anag Co3faHns Bbl LOJDKHbI HAXOAUTCA B CBOEM
pPeno3nTopumn N HaxaTb KHOMKy Settings

(x]

Hanee nepentun B Secrets and variables v nanee B Actions

(]

Tenepb co3faeM cekpeThl 419 aBTopu3aumm HyxxHo HaxxaTe New repository secret Beectu
Ha3BaHWA YTO YNOMWHAJINCh BblLLE UM MOXKETe NocMoTpeTb ceo (hann docker-publish.yml n Tam
HanWTW CTPOKW C CEKPeTaMmn N N3MEHUTb Ha BallM Ha3BaHUSA, KOTOPbIE Bbl CO34aN

]

Ba)xHoe HanoMuHaHue Y Bac aosixeH nexatb Dockerfile B KOPHEBOM KaTaJiore

TecTtupyem aBTocOOpKy M otnpasky B Docker Hub

B KOHCOIM NepexoaunM B KaTanor KJIOHMPOBAHHON BETKU pPeno3nTopus rutxaba
cd y-y-devops-trainings-cloud-1/
BbINonHseM KOMaHabI

git pull
git tag -a v1.2.4 -m "Tect aBTOCOOPKN"

git push origin v1.2.4

MonyyaeM BbIMOJIHEHHBIN NPOLIECC KakK 1 B NpeablayLeM TeCcTupoBaHum lNepexoanm B CBOW
penosnTopuin Ha Docker hub 1 ybexnaemcs 4To hannsl nonanu Tyaa

]
Pa3BopaunBaeM MHPPACTPYKTYpPY ¢ noMmowbio Terraform

YcTaHOBKa

Ins Havana Hy>XHo yCcTaHoBUTb Terraform, a T.K. Mbl B Poccuu, To genatb 6ynem 370 Yyepes
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peno3nTopun SHAEeKCa 3aXo4MM Ha CanT
https://hashicorp-releases.yandexcloud.net/terraform/ n Kkonvpyem ccblfiky nocnefHen sepcun
BbinonHsem komaHabl: CKayaTb apxuB

wget
https://hashicorp-releases.yandexcloud.net/terraform/1.6.3/terraform 1.6.3 1
inux_amd64.zip

PacnakoBaTb apxus

unzip terraform 1.6.3 linux_amd64.zip

MepemecTnTb hann

sudo mv terraform /usr/local/bin

MpoBepka paboTbl Terraform

MNepexoanm B 3apaHee KJIOHMPOBaHHbIN peno3uTtopuii ¢ github B nanky terraform W BbinonHsem
KOMaHay

terraform init

Ecnv nonyvaeTe ownbKy Takoro poaa

(]

To HY>XHO BbINONHUTL ceaytollee: Co3aaTh aiin
nano ~/.terraformrc

provider installation {
network mirror {
url = "https://terraform-mirror.yandexcloud.net/"
include = ["registry.terraform.io/*/*"]
}
direct {
exclude = ["registry.terraform.io/*/*"]
}
}

Mocne 3Toro npobyem elle pa3 KOMaHAY
terraform init

/A nonyy4aem nonoXXuTenbHbIN pe3ynbTaT

(x]
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3anyck

na Havana HY>XHO BbIMOJIHNTb KOMaHAOY

terraform plan

[laHHaa KOMaHAa Noka)keT owunbky B BaweM main.tf ecnn TakoBbl umetoTcs. B Mmoem cny4vae oLwmnbKuM
eCTb N X HYXKHO UCNPaBUTb

=]

Pa3bop owimboK M yctpaHeHue

1) Owwnbka B Ha3BaHUN perncTpa

Error: Reference to undeclared resource on output.tf line 2, in output
«container_registry_id»: 2: value = yandex_container_registry.registryl.id A managed
resource «yandex_container _registry» «registryl» has not been declared in the root
module.

TyT BCe nNpocTo, B haisie output.tf He BepHO yKa3aHo Ha3BaHMe perncTpa registryl B moem cnyyae
OHo Ha3biBaeTca ikfellk-registry MpocTo MeHSAI0 Ha KOPPEKTHOE Ha3BaHMe 1 ownbka yxoaunt

2) OTcyTCTBYET json hana C JaHHbIMK

Error: Invalid SA Key with provider[«registry.terraform.io/yandex-cloud/yandex»], on
main.tf line 11, in provider «yandex»: 11: service_account key file = «./tf_key.json»
JSON in «./tf_key.json» are not valid: invalid character '." looking for beginning of value
Error: JSON in «./tf_key.json» are not valid: invalid character '." looking for beginning of
value with provider[«registry.terraform.io/yandex-cloud/yandex»], on main.tf line 11,
in provider «yandex»: 11: service_account_key file = «./tf_key.json»

NS pelleHns HyXKHO CreHepnpoBaTb json alia ¢ AaHHbIMK AN BXOAa Mbl 3T0 y)Ke fenanu paHee
TyT Tenepb BbIMNOSHAEM KOMaHAy

terraform plan

Bnavm 4to owmnbkm YL, HO nosaBnNach elle oHa

=]

3) OTcyTcTBYeT SSH KAtoY 418 aBTopM3aumm

Error: Invalid function argument on main.tf line 119, in resource
«yandex _compute _instance _group» «catgpt»: 119: ssh-keys =
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«ubuntu:${file(»~/.ssh/devops_training.pub«)}» while calling file(path) Invalid value
for «path» parameter: no file exists at «~/.ssh/devops_training.pub»; this function
works only with files that are distributed as part of the configuration source code, so if
this file will be created by a resource in this configuration you must instead obtain this
result from an attribute of that resource.

[N pelleHmns Hy>XHO creHepupoBaTb SSH KoY

ssh-keygen -t rsa

Yka3blBaeM NyTb 1 Ha3BaHMe Kak B ownbke /root/.ssh/devops_training Beoaum naposib
[poBepsem nonyvyeHHble CepTUPUKATHI

~/.ssh/
=]

Tenepb BbIMNOJIHAEM KOMaHAY

terraform plan

/A nony4yaem NoNHOCTbIO KOPPEKTHbIA NnaH. HebonbLlwon NnpuMep Kak 3TO BbIrNSANT

]

Mocne 3TOro MOXHO 3anyckaTb KOMaHly, KOTOpas HaCTPOUT BCe HeobXoAnMble pecypchbl B
aBTOMATUYECKOM pexunme

terraform apply
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