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Ceptudukarbl SSL

CepTM(I)VIKaTbI MOTIyT JieXaTb B HECKOJIbKUX MeCTaX

/etc/ssl/
/etc/letsencrypt/archive/nomeHHoe nms

/etc/letsencrypt/live/noMeHHOe nMs

Co3spaHue Ceptucpukarta SSL yepes openssl

openssl req -new -x509 -days 1461 -nodes -out /etc/ssl/public.pem -keyout
/etc/ssl/private.key -subj "/C=RU/ST=SPb/L=SPb/0=Global Security/0U=IT
Department/CN=Bawe nomeHHoe nmg"

Ioe /etc/ssl/ nyTb K cepTudukaTy

Co3paHue ceptudukarta SSL yepes certbhot

Apache

certbot certonly --webroot --agree-tos --email service@fellk.ru --webroot-
path /var/www/html/ -d fellk.ru -d www.fellk.ru

TXT Bawlero xocrepa

certbot certonly --manual --agree-tos --email service@fellk.ru --preferred-
challenges=dns -d fellk.ru -d www.fellk.ru

Ha 3anpoc oTBevyaeM Y 1 nony4yaem nogobHoe coobuieHmne

Please deploy a DNS TXT record under the name _acme-challenge.fellk.ru with the
following value:
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VHFPbXt82j20UjhxVgS7Bphpkf3Cv1Bq9KSA2dd

Once this is deployed,

Tenepb ngem K xoctepy u cosgaem Tam TXT-3anuce _acme-challenge.fellk.ru ¢ copepxumbim
VHFPbXt82j20UjhxVgS7Bphpkf3Cv1iBq9KSA2dd

Co3paHue cepTudukarta SSL yepes certhot Ha Bce
nop noMeHbl

certbot certonly --manual --agree-tos --email service@fellk.ru --server
https://acme-v02.api.letsencrypt.org/directory --preferred-challenges=dns -d
fellk.ru -d *.fellk.ru

Kak n B npeabigyuiemM ciny4vyae cucteMa nonpocuT cosgatb TXT 3anuce.

CobOCTBEHHbIN LLeHTP cepTUpuKauum

e Co3paeM KOPHEBOW 3aKPbITbIN KJtOY -
openssl genpkey -algorithm RSA -out rootCA.key -aes-128-cbc
e Co30aeM KOPHEBOW 3aKpbIThbi CepTUdUKaT -

openssl req -x509 -new -key rootCA.key -sha256 -days 3650 -out
rootCA.crt

e Co3paeM hann onaa XpaHeHUs NopsaKoBbIX HOMEPOB C coaepXxnmbiM 00 -
nano rootCA.srl

e YCTaHaB/IMBaeM KOPHEBOW cepTUdMKaT Ha BCe HYXHble MK nobbiMm cnocobom B JloBepeHHble
KOpPHEeBble LLeHTPbl cepTudukaumm
e Co3faeM KOH(UrypauMOoHHbIA (hain Nof Ka)kaoe Balle JOMEHHOe UMS -

nano test.cnf

Copepxumoe KoHpUura MeHsanTe no CBoen CTPyKType

[ req ]

default bits = 2048

distinguished name = req distinguished name
req_extensions = req_ext

[ req distinguished name ]

countryName = Country Name (2 letter code)
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countryName default = RU

stateOrProvinceName = State or Province Name (full
name)

stateOrProvinceName default = Spb

localityName = Locality Name (eg, city)
localityName default = Spb

organizationName = Organization Name (eg, company)
organizationName default = Test

commonName = Common Name (eg, YOUR name or
FQDN)

commonName max = 64

commonName default = test.test.ru

[ req ext ]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = DNS:test.test.ru

e Co34aeM 3aKpbIThIN KOY AN1S CBOEr0 AOMEHa -
openssl genpkey -algorithm RSA -out test.key
e Co3paeM ¢hann 3anpoca -

openssl req -new -key test.key -config test.cnf -regexts req ext -out
test.csr

e Co3naeM caM cepTudukar -

openssl x509 -req -days 730 -CA rootCA.crt -CAkey rootCA.key -extfile
test.cnf -extensions req ext -in test.csr -out test.crt

e [logkno4aeM Co3OaHHbIN CEPTUDNKAT K BalleMy IOMeHY Yyepes Ball Beb cepsep
* [lpoBepsieM paboTy AomMeHa 1 He 3abbiBaeM 0OHOBNATL CEPTUGMKATbI MO NCTEYEHNMN CPOKaA
rOAHOCTH
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