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CTPAHUUA B NPOLUECCE CO3AAHUA

HacTpouka ABYX3TanHOU ayTeHTU(PUKALUM B
Guacamole

Co3paem Oa3y AaHHbIX M Nosb30oBaTens ANa paboTbl ¢ Oason

JaHHbIA 3Tan MOXXHO MPONYCTUTb €CJIN Bbl M0JIb30BAJINCh NHCTPYKLIMEN

mysql -u root -p

create database guacamole test;

create wuser guacamole test@localhost identified by
'passwordl23456"';

grant SELECT,UPDATE,INSERT,DELETE on guacamole test.* to
guacamole test@localhost;

flush privileges;
quit
oe:

e guacamole_test - M4 6a3bl 1 MA Nonb3oBaTens (M3meHnTe ans cebs)
e password123456 - naposb (n3mMeHnTe ond cebs)

CtaBuM pONoOJIHEHUNA

[aHHbIA 3Tan MOXXHO nponyCcTnTb €CNIN Bbl NOJIb30Ba/INCb I/IHCTpYKLI,I/IeI7I

CkaynBaeM HeobXxoanMble NAKEThI

wget
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https://downloads.apache.org/guacamole/1.5.3/binary/guacamole-auth-jdbc-1.5.
3.tar.gz -P /tmp

wget
https://dev.mysql.com/get/Downloads/Connector-J/mysql-connector-java-8.0.30.
tar.gz -P /tmp

MepexoamM B KaTanor Kyfa CKavyanm nakeTbl

cd /tmp

Ienaem pacnakoBky

tar -xf guacamole-auth-jdbc-1.5.3.tar.gz

tar -xf mysql-connector-java-8.0.30.tar.gz
KonupyeM B KaTaJior C paclumpeHmamm n bubnnotekamm guacamole

sudo mv guacamole-auth-jdbc-1.5.3/mysql/guacamole-auth-jdbc-mysql-1.5.3.jar
/etc/guacamole/extensions/

sudo cp mysql-connector-java-8.0.30/mysql-connector-java-8.0.30.jar
/etc/guacamole/lib/

Mporpyxaem AaHHble B 6a3y

cd guacamole-auth-jdbc-1.5.3/mysql/schema

cat *.sql | sudo mysql -u root -p guacamole test
KoHHekTuM 6a3y faHHbIX ¢ guacamole

sudo nano /etc/guacamole/guacamole.properties

mysql-hostname: localhost

mysql-database: guacamole test
mysql-username: guacamole test
mysql-password: passwordl123456

MNepe3sarpy»xaem cepBuch

sudo systemctl restart tomcat guacd

HacTtponka oaHOpa30BbIX Naposen

CkavyuBaeM un pacnakoBbiBaeM OOMOJIHEHNA

wget
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https://downloads.apache.org/quacamole/1.5.3/binary/qguacamole-auth-totp-1.5.
3.tar.gz -P /tmp

cd /tmp

tar -zxf guacamole-auth-totp-1.5.3.tar.gz
Konupyem ¢haisbl B KaTanor C paclimpeHnamm

sudo cp guacamole-auth-totp-1.5.3/qguacamole-auth-totp-1.5.3.jar
/etc/guacamole/extensions/

HobaensieM B KoHel, haitna guacamole.properties cTpoku

nano /etc/quacamole/guacamole.properties

#Settings OTP

#00beKT, BblAAIOLWNA YHeTHbIE 3anNnCy Nosib3oBaTeNen, No ymonydaHuio Apache Guacamole
totp-issuer: Apache Guacamole

#Konnyectso ungp creHepmnposaHHoro HTTP-koaa

totp-digits: 7

#MPOAOHKUTENBHOCTb AENCTBUSA KOAa B CEKYHAaX

totp-period: 30

#AnropnT™m xawmposaHma “shal”,“sha256"”,“sha512"

totp-mode: shal

Mepe3arpy>xaem cepBuchI

sudo systemctl restart tomcat* guacd

MpoBepseM paboToCNOCOOHOCTL

OTKpbIBaeM B bpay3epe Ball cepBep
http://Baw ip/

Bxooum nop y4eTkon afiMuHa

e JlorvH no ymonyaHuio - guacadmin
e [laposib No yMon4yaHuto - guacadmin

Bbl 0OJIXKHBI YBUOETb TaKOE OKHO

| =

Ecnm nonyynnoce, To cynteiBaem QR kog ntobon 2FA nporpammon
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Mpumep:
¢ Google Authenticator
o dHpekc.Kntoy
Xopowas cTaTb4 Ha 3Ty TeMy
https://www.kaspersky.ru/blog/best-authenticator-apps-2022/32158/
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