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HacTpouka Beb-wunio3a Apache Guacamole
NMoproroBka

ObHoBNSIeM NakeTbl

sudo apt update

CtaBmM Heobx0aMMble 3aBUCUMOCTM

sudo apt install make gcc g++ libcairo2-dev libjpeg-turbo8-dev libpng-dev
libtool-bin libossp-uuid-dev libavcodec-dev libavutil-dev libswscale-dev

freerdp2-dev libpangol.0-dev libssh2-1-dev libvncserver-dev libtelnet-dev
libssl-dev libvorbis-dev libwebp-dev

CtaBum Java

sudo apt install openjdk-11-jdk

YcTaHoBKa M HacTpouka Tomcat

Co3pnaeM oTAeNbHOro noJsib3oBaTens ons pabotel ¢ Tomcat

sudo useradd -m -U -d /etc/tomcat -s /bin/false tomcat

CkaymBaeM 1 pacnakosbiBaem Tomcat

wget

https://dlcdn.apache.org/tomcat/tomcat-9/v9.0.82/bin/apache-tomcat-9.0.82.ta
r.gz -P /tmp

sudo tar -xf /tmp/apache-tomcat-9.0.82.tar.gz -C /etc/tomcat/

JlenaeM CMMBOJIbHYIO CChINKY A8 yaobcTBa

sudo ln -s /etc/tomcat/apache-tomcat-9.0.82 /etc/tomcat/lastv
Haem npaBa nonb3osaTtento tomcat
sudo chown -R tomcat: /etc/tomcat

sudo sh -c \'chmod +x /etc/tomcat/lastv/bin/*.sh'

Co3pnaem cnyxby Tomcat 3aHocuM B thanin
nano /etc/systemd/system/tomcat.service
criefyoLwyto nHpopmaumio
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[Unit]
Description=Tomcat 9
After=network.target

[Service]
Type=forking

User=tomcat
Group=tomcat

Environment="JAVA HOME=/usr/lib/jvm/java-11l-openjdk-amd64"
Environment="JAVA OPTS=-Djava.security.egd=file:///dev/urandom -
Djava.awt.headless=true"

Environment="CATALINA BASE=/etc/tomcat/lastv"

Environment="CATALINA HOME=/etc/tomcat/lastv"

Environment="CATALINA PID=/etc/tomcat/lastv/temp/tomcat.pid"
Environment="CATALINA OPTS=-Xms512M -Xmx1024M -server -XX:+UseParallelGC"

ExecStart=/etc/tomcat/lastv/bin/startup.sh
ExecStop=/etc/tomcat/lastv/bin/shutdown.sh

[Install]
WantedBy=multi-user.target

Mepe3anyckaem cnyxby 1 aenaem ee aBTo3anyck Npu BKIOYEHUN CUCTEMbI

systemctl restart tomcat

systemctl enable tomcat

MpoBepsieM 4To BCe paboTaeT yCrnewHo

systemctl status tomcat

YcTaHoBKa u HacTpouka Guacamole server u client

Ckaum

wget

BaeM 1 paCnakKoBblBaeEM guacamole server

https://downloads.apache.org/guacamole/1.5.3/source/guacamole-server-1.5.3.t
ar.gz -P /tmp

cd /tmp

tar -xzf guacamole-server-1.5.3.tar.gz
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cd guacamole-server-1.5.3/

Cobupaem guacamole server

./configure --with-init-dir=/etc/init.d
sudo make

sudo make install

sudo ldconfig
Bknioyaem aBTO3anyck u nposepsem cnyxby

sudo systemctl enable guacd
sudo systemctl start guacd

systemctl status guacd

Ecnn Bnaoum nogobHoe, To BCe cynep
&

Co3paeM BaXkKHble KaTanorun
sudo mkdir /etc/guacamole
sudo mkdir /etc/guacamole/extensions

sudo mkdir /etc/guacamole/lib

CKaymBaeM KJNEHT 1 genlaeM CAMBOJIbHYO CCbIJIKY

wget https://downloads.apache.org/qguacamole/1.5.3/binary/guacamole-1.5.3.war
-P /etc/gquacamole

ln -s /etc/guacamole/guacamole-1.5.3.war
/etc/tomcat/lastv/webapps/guacamole.war

YcTaHoBKa M HacTpouka MariaDB

YCTaHOBKa M Ha3Ha4yeHne Napons
sudo apt install mariadb-server

sudo mysql secure installation

Bxogn B mysql u pobasneHune 6a3bl gaHHbIX

Wropb FellK - https://wiki.fellk.ru/dokuwiki/



Last

38(21255:2/26 apache_guacamole:apache_guacamole_web_gateway_settings https://wiki.fellk.ru/dokuwiki/doku.php/apache_guacamole/apache_guacamole_web_gateway_settings?rev=1703591606

11:53

mysql -u root -p

CREATE DATABASE guacamole test CHARACTER SET UTFS8;

CREATE USER guacamole test@localhost IDENTIFIED BY
'"passwordl23456"';

GRANT SELECT, INSERT,UPDATE,DELETE ON guacamole test.* TO
'guacamole test'@'localhost’;

FLUSH PRIVILEGES;
exit
Ipe:

e guacamole_test - umsa 6a3bl 4aHHBIX U UMSA NONb30BaTENSA (U3MEHUTE AaHHble
non csou TpeboBaHms)

e password123456 - naposib N0 yMOJYaHUIO (M3MEeHUTEe OaHHble Nog CBOU
TpeboBaHuA)

CoepnunHsem 6a3y foaHHbIX U guacamole
sudo nano /etc/guacamole/guacamole.properties

mysql-hostname: localhost

mysql-port: 3306

mysql-database: guacamole test

mysql-username: guacamole test

mysqgl-password: passwordl123456

guacd-port: 4822

user-mapping: /etc/guacamole/user-mapping.xml

auth-provider:
net.sourceforge.guacamole.net.basic.BasicFileAuthenticationProvider

CkaymBaeM 1 NoAKJIOYaeM [0MOJIHEHNS

wget
https://dev.mysql.com/get/Downloads/Connector/mysql-connector-java-8.0.30.ta
r.gz -P /tmp

wget
https://downloads.apache.org/guacamole/1.5.3/binary/guacamole-auth-jdbc-1.5.
3.tar.gz -P /tmp
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cd /tmp

tar -xzf mysql-connector-java-8.0.30.tar.gz

tar -xzf guacamole-auth-jdbc-1.5.3.tar.gz

sudo cp /tmp/mysql-connector-java-8.0.30/mysql-connector-java-8.0.30.jar
/etc/guacamole/lib/

sudo cp /tmp/guacamole-auth-jdbc-1.5.3/mysql/guacamole-auth-jdbc-
mysql-1.5.3.jar /etc/guacamole/extensions/

HacTpoika 6a3bl gaHHbIX

cd /tmp/guacamole-auth-jdbc-1.5.3/mysql/

cat schema/*.sql | mysql -u root -p guacamole test

HacTtpounka danna noaknoyeHumn

OTKpbiBaeM hann

nano /etc/guacamole/user-mapping.xml

<user-mapping>
<authorize
username="guacadmin"
password="5cbd438413e8e3calelde200fde621a9"
encoding="md5">
<!-- SSH -->
<connection name="/m$s Bawero cepsepa">
<protocol>ssh</protocol>
<param name="hostname">Baw ip</param>
<param name="port">22</param>
</connection>
<!-- RDP -->
<connection name="/m$# Bawero cepsepa">
<protocol>rdp</protocol>
<param name="hostname">Baw ip</param>
<param name="port">3389</param>
<param name="username">/Ma nosb3oBaTens</param>

<param name="ignore-cert">true</param>
</connection>

</authorize>
</user-mapping>
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Ins 6onee neTanbHON HACTPONKM, CMOTPUTE OULINANIBHYIO OKYMEHTALIMIO

Mocne Kaxporo pepakTuposaHus Qamnna /etc/guacamole/user-mapping.xmli
HY>XXHO BbIMOMIHATL Nepe3anyck Cayx6

systemctl restart tomcat guacd

ObpaTHbLIK NPOKCH

YcTaHoBKa nginx

apt install nginx
Co3pnaem KoHur

nano /etc/nginx/sites-available/guacamole.conf

server {
listen 80;
server_name BalWw ip;
access log /var/log/nginx/guac_access.log;
error_log /var/log/nginx/guac _error.log;

location / {
proxy pass http://Baw_ip:8080/guacamole/;
proxy buffering off;
proxy http version 1.1;
proxy set header X-Forwarded-For
$proxy add x forwarded for;
proxy set header Upgrade $http upgrade;
proxy set header Connection
$http connection;
proxy cookie path /guacamole/ /;

}

[lenaem CMMBOJIbHYIO CChINKY

ln -s /etc/nginx/sites-available/guacamole.conf /etc/nginx/sites-enabled/

https://wiki.fellk.ru/dokuwiki/ Printed on 2026/06/24 18:53


https://guacamole.apache.org/doc/gug/configuring-guacamole.html

2026/06/24 18:53 77 HacTpoiika Be6-wwnto3a Apache Guacamole

Mepe3arpy>aem nginx

systemctl restart nginx

MpoBepka paboTocnocobHOCTH

Hy>XHo 3anTu

http://Baw_ip
[ns nepBoro Bxofa MCnosb3ymnTe:

e JlorvH - guacadmin
* MapoJib - guacadmin

(]
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